(> INNOPHASE

Talaria TWO™ EVB-A (INP3010 & INP3011)

Module Evaluation Boards

IEEE 802.11 b/g/n, BLE 5.0

User Guide for Talaria TWO
Demo Tool

Release: 02-01-2022

InnoPhase, Inc.
6815 Flanders Drive
San Diego, CA 92121

innophaseinc.com

Copyright © InnoPhase, Inc. 2022, All Rights Reserved



User Guide for Talaria TWO Demo Tool

Revision History

» INNOPHASE

Version | Date Comments
0.6.1 07-21-2020 | First release.
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- Help option for the Tool
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Terms & Definitions
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TCP
ubP
URL

uSB
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Access Point

Address Resolution Protocol

Composite Device Driver
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Future Technology Devices International

Gratuitous Address Resolution Protocol
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Hyper Text Transfer Protocol Secure
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Service Set Identifier

Transmission Control Protocol
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Uniform Resource Locator

Universal Serial Bus
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Introduction

This document describes the use of Talaria TWO Demo Tool, which is a GUI tool that enables quick
evaluation of power consumption and throughput performances of Talaria TWO modules. This tool is
bundled with two applications:

- Multipurpose Demo (MPD) primarily intended to verify power consumption under various protocol
scenarios (such as TCP, UDP, HTTP etc.)
- iPerf3 application to showcase throughput performance

This GUI is intended for use with the INP3010 and INP3011 Talaria TWO evaluation boards to enable
easy programming and accelerated evaluations.

Prerequisites

Each release of the Demo Tool is equipped with binaries for Windows and Linux operating systems, and
signed firmware images (ELFs) for MPD and iPerf3 applications. Though this document specifically
describes the use of the GUI on a Windows platform, the procedure is similar for Linux OS as well. The
content of the release is shown in Figure 1

Application INP_ T2 Demo Windows.exe is for Windows platform while INP_ T2 Demo Linux
is for the Linux OS.

Name ype Compressed size Password p.. Size

10010324.log ext Document
INP_T2_Demo_Linux

[ INP_T2_Demo_Windows.exe Application

iperf3.elf ELF File
| t2_mpd.elf ELF File

Figure 1: Folder Contents

The Demo tool verifies the signature of the ELFs prior to downloading it onto the evaluation board. In
case the ELFs are tampered with, an error message as shown in Figure 2 is printed on the console.

# Signature Failed >

9 Ciriginal elf missing

Figure 2: Signature failed window

Version 4.4 6 ©lnnoPhase, Inc., 2022
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The Talaria TWO evaluation board uses FT4323h, which is a 4-port USB to UART converter with MPSEE
support. By default, these ports enumerate as COM ports in Windows OS which does not take
advantage of the MPSEE capabilities of the FTDI device. The usage of these ports in the evaluation board
is given in Table 1.

Connected to JTAG pins, this enables JTAG debugging using OpenOCD
Connected to EN_CHIP pin, which enables resetting the module
Connected to UART pins, this is used for programming the module
Connected to GPIO17 pin which is the default debug log console port

Table 1: Usage of ports in the evaluation board

o0 w >

To utilize these capabilities, on Windows OS, 1ibusbK driver needs to be installed to communicate
and control the Talaria TWO module via the FTDI device on the evaluation board. The tools/applications
provided by InnoPhase will use this driver.

Talaria TWO Demo Tool comes with an option of One-Click Installation of libusbk driver. In
case the driver is not installed, the tool will ask for user confirmation to install this driver. If the user
selects yes, various User Account Control authentication screens will appear to complete the
driver installation (as shown in Figure 3).

Version 4.4 7 ©lnnoPhase, Inc., 2022
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Note: In case of any other unwanted libusbk drivers that are already installed, the tool will automatically
uninstall the unwanted drivers. This action needs User Account Control authentication screens
shown in Figure 4, in addition to Figure 3. Each unwanted drives will require a separate User
Account Control authentication for uninstallation.

Pop-up Message for user confirmation

| 1ibUSBK drive installation
InnoPhase’s Windows tools use iDUSEK driver for accessing
FTDI devices.
LIUSEX driver is not installed in this PC. If you press Yes, you
will be prompted for authorization to make changes.This may

require several “Yes“es. Please press Yes to proceed with this
installation.

el

-
On choosing “Yes”, windows authentication prompt appears on Task bar. Click it and press “Yes” for various
“User Account Control” authentication shown below, to complete the driver installation.

Bitems  1item selected 234 MB fag, Qe

= 2o @B =2 - 3 @G ¢ @ $ i ;

m Microsoft PnP Utility - Tool to
= export, and enumerate driver

Verified publisher: Microsoft Windows

Pop-up Message on Driver installed Successfully Pop-up Message, in case of user choose “No”
Wy instattation Stats X iy installation Status x
[ Y—— o
= |

Figure 3: User Account Control authentication to complete driver installation

Pop-up Message for user confirmation 0{1 choosmg Yes”, various “User Account Contrpl authentications
windows will appear to delete the unwanted drivers, as one shown
fy 1ibUSBK drive installation
below
o Driver for this device is added by a different tool (not active)
It needs to be cleared before the driver-installation moves
forward
" e il b d uthorizati t 2 N5
my::‘p':::‘;: you will be prompted for authorization to E i ft PP Uﬂll‘y ~Toolto
This may require several “Yes'es - export, and enumerate driver pa
Please press Yes to proceed with this install. Press No to exit
el w
Pop-up Message on Driver installed Successfully
iy Installation Status X Pop-up Message, in case of user choose “No”
iy Status ¥
o Driver Installed Successfully.
o Driver Installation Failed, due to Operation cancelled by the
user.

Figure 4: User Account Control authentication to delete unwanted Libusbk drivers

Version 4.4 8 ©InnoPhase, Inc., 2022
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In case the driver installation using Talaria TWO Demo Tool is not successful, the user can manually
install the driver using instructions in section 5.1. Uninstall instructions for this driver is available in
section 12.1.

Version 4.4 9 ©lnnoPhase, Inc., 2022
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5.1 Installation instructions for libusbK driver

Download the free software Zadig, available here: - https://zadig.akeo.ie/. Connect your
Windows PC or Laptop to the evaluation board using the provided USB cable. Now, open Zadig
and click on Options. Select List All Devices and deselect Ignore Hubs or
Composite Parents asshown in Figure 5.

El Zadig - b
Device Options  Help

+  List All Devices

InnoP lgnere Hubs or Composite Parents ~ | [ Edit

~  Create a Catalog File

i . - D More Information
Driver o+ Sign Catalog & Install Autogenerated Certificate - ; '
WinUSB (libusb

USE IT Advanced Mode libusb-win32

Lag Verbosity > libusbk

WCID WinUSE (Microsoft]

Mo new version of Zadig was found

Figure 5: Listing devices in Zadig

To establish communication with Talaria TWO module via the FTDI device on the InnoPhase
Evaluation Board, the Talaria TWO USB driver must be 1ibusbkK. In case the current driver is not
libusDbkK, use the drop-down menu to select 1 ibusbK and click on Replace Driver which
will update the drivers to 1 ibusbkK.

Ed Zadig — x
Device Options Help

InnoPhase T2 Evaluation Board (Composite Parent) ~ | Edit

Driver |ushccg|:| {v10.0.19041.488) | C:} | libusbK (v3.0.7.0) = More Information
WinUSE (libusb

USE ID 5011 libush-win32

. Replace Driver hd libusbk
rEmE IE WinUSE (Microsoft

14 devices found.

Figure 6: Updating Talaria TWO USB driver to libusbK

Version 4.4 10 ©lnnoPhase, Inc., 2022
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Load the selected application on

the INP board

USB Cable
_________ INP Board

GUI Inbuilt Applications:

1. Low Power Multiprotocol
Application (MPD)

1. iPerf3

GUI Workflow

Select the appropriate EVK

l

Enter the AP information

l

Select the required program

l

Configure the parameters

l

Program to device and run

Version 4.4
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GUI

» INNOPHASE

On launching the application, the GUI window as shown in Figure 8 will come into view. The connected
EVKs appear in the EVK serial number drop-down and the appropriate EVK can be selected. The SSID
and Passphrase will connect the EVK board to the Access Point. Once connected, as per requirement
either the MPD or iPerf3 applications can be loaded by selecting the appropriate tab.

Note: In case of windows display setting “Scale and layout” is more than 125%, GUI window might go

out of screen.

Depending on the user’s geographical location, any one of the following Regulatory Domains can be

selected:

FCC
ETSI
TELEC
KCC
SRCC

vk wh e

The Scan tab allows the user to actively scan for nearby access points.

AP Options

Set options for connecting to an access point.

Boot Target

Select an EVK beard from the list.

SSID: |

EVK serial number:

Passphrase: |

[ Show 2021-58 v| Refresh

Configure the Application
Configure the Setup Parameters :

¥ Turn On deep sleep mode

MPD |perf3 Scan
Different Mode Options

Select Mode and Enter the Parameters

Base —

Beacon Listen Interval: I
Keepalive Interval (sec):
Length:

Port Number:

URL:

Message_Send Interval (sec):
MQTT_Ping Interval (sec):
MQTT ClientlD:

MQTT Username:

MQTT Password:

PUB MSG:

SUB MSG1:

SUB MSG2:

Device Connected

. Reset
Select Regulatory Domain: FCC —

I Disable Multicast

Program and Reset the Device

CLEAR Flash
PROG Ram & Start Test

PROG Flash & Start Test

{» INNOPHASE

Help

Default Jumper Setting

Version 4.4

Figure 8: Demo Tool GUI
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When the processor is idle or is waiting for an event or data to occur or be received, turning ON the
Turn On deep sleep mode feature will put Talaria TWO in a power saving mode.

Depending on their region of operation, the user can select the appropriate regulatory domain from
the Select Regulatory Domain option to establish a connection between the EVK board and

the access point.

Note:

1. While loading the MPD/Iperf3/Scan applications using this tool, the existing Partition table is
validated as mentioned in section 9.1 of UG_Download_Tool.pdf [1].

2. PROG RAM will clear the app from Flash. The user is alerted of the same during PROG RAM through
a pop-up message as shown in Figure 9. User can select the Do not show again checkbox to

stop this pop-up message from appearing next time.

AP Options

Set options for connecting to an access point.

SSID: |

Passphrase: | ] Show

Configure the Application
Configure the Setup Parameters :

Select Regulatory Domain: FCC — |

W Turn On deep sleep mode

MPD |perf3 Scan
Different Mode Options

Boot Target

Select an EVK board from the list.

EVK serial number:

2021-58 v

Refresh

Program and Reset the Device

Reset

CLEAR Flash

PROG Ram & Start Test

Select Mode and Enter th| i’ PROG RAM Alert —

Base —

Beacon Listen Interval:

Keepalive Interval (sec): ™ Do not show again Yes
Length:

Port Number:

URL:

Message_Send Interval (sec):
MQTT_Ping Interval (sec):
MQTT ClientlD:

MQTT Username:

MQTT Password:

PUB MSG:

SUB MSG1:

SUB MSG2:

Device Connected

"PROG RAM" will clear the App from Flash. Press Yes to continue,

No

X
PROG Flash & Start Test

{» INNOPHASE

Help

Default Jumper Setting

Figure 9: PROG RAM alert message

Version 4.4 13
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8 MPD

1. Enteryour APs ssid and passphrase.

2. To automatically load the signed firmware image for MPD application, select the MPD tab as
shown in Figure 10

3. For all the modes, the Keep Alive Wake time is fixed as 2 in the application. This time is
the time window in milliseconds during which Talaria TWO will wait in receive mode before
going to sleep.

AP Options Boot Target

Set options for connecting to an access point. Select an EVK board from the list.

SSID: [ACT02571068294 ' EVK serial number:

Passphrase; |*****| |D Show 2021-58 v Refresh
Configure the Application Program and Reset the Device

Configure the Setup Parameters :

. Reset
¥ Turn On deep sleep mode Select Regulatory Domain: FCC —1 |
MPD |perf3 Scan CLEAR Flash
Different Mode Options

PROG Ram & Start Test

Figure 10: MPD tab

Note: Use the Show checkbox to see the passphrase value.

Version 4.4 14 ©lnnoPhase, Inc., 2022
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8.1 Base Mode
1. SelectBase fromthe Select Mode and Enter the Parameters.

2. Enter Beacon Listen Interval value. Failure to pass any value will result in an
error.

3. Click on either PROG Ram & Start Test or PROG Flash & Start Test as per
your requirement.

MPD |perf3 Scan
Different Mode Options

Select Mode and Enter the Parameters

Base — [ Disable Multicast

Beacon Listen Interval: |'ID |

Figure 11: Selecting Base Mode

Expected Result: Rx current (Receive current) should be observed as per the Beacon listen
interval configured. If beacon listen interval is configured as 10, then Rx current should be
observed every 1 second.

Version 4.4 15 ©lnnoPhase, Inc., 2022
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Console output:

UART : NWWWWWWAEBuild $Id: git-ala0Oc3e62 $
mpd.ssid=ACT102571068294 mpd.passphrase=43083191

np conf path=/sys/nprofile.json mpd.mcast rx=1 wifi.listen interval=10
krn.gpio=--K wifi.keep alive wake time=2 wifi.arp grat period=1800
wifi.max idle period=0 mpd.regdomain=FCC mpd.suspend=1
SApp:git-ee80eec

SDK Ver: SDK 2.4

T2 Multipurpose Demp App Version 0.12

SSID 'ACT102571068294"'

Suspend Enabled.

Multicast reception Enabled.

Regdomain=FCC

addr e€0:69:3a:00:2c:3e

Applying reg domain: 1-11@20

Trying Primary SSID=ACT102571068294

.[10.339,335] CONNECT:00:5f:67:cd:c5:a6 Channel:6 rssi:-45 dBm
WCM NOTIFY MSG LINK UP

.WCM_NOTIFY MSG ADDRESS

[11.444,831] MYIP 192.168.0.102

[11.445,110] IPvo [fe80::e269:3aff:fe00:2c3e]-1ink

WiFi Connection Success. SSID=ACT102571068294

Listen interval=10

Traffic Timeout=12

pm_flags=0x0

WiFi Connection success. proceeding to app..

Timeout not specified.!

Application Exited..

Version 4.4 16 ©lnnoPhase, Inc., 2022
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Going for indefinite sleep...

Version 4.4 17 ©lnnoPhase, Inc., 2022
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8.2  Keep Alive Mode
1. Select Keep Alive fromthe Select Mode and Enter the Parameters.

2. Enteravaluefor Beacon Listen Interval andKeepalive Interval (sec).
Failure to pass any value will result in an error.

3. Click on either PROG Ram & Start Test or PROG Flash & Start Test as per
your requirement.

MPD |perf3 Scan
Different Mode Options

Select Mode and Enter the Parameters

Keep Alive —i [ Disable Multicast
Beacon Listen Interval 10
Keepalive Interval (sec): 5

Figure 12: Selecting Keep Alive mode

Note: In order to reduce power consumption, the Keep Alive messages are aligned to the next
beacon reception period. The actual Keepalive Interval can therefore be longer than
specified, especiallyifthewifi.listen interval issetto a high value.

Expected Result: Null frame should be observed in sniffer after every <secs> seconds configured
in Keepalive Interval.

Version 4.4 18 ©lnnoPhase, Inc., 2022
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Console output:

UART : NWAWWWWAEBuild $Id: git-alalOc3e62 $
mpd.ssid=ACT102571068294 mpd.passphrase=43083191

np conf path=/sys/nprofile.json mpd.mcast rx=1 mpd.proto=none
wifi.max idle period=5 wifi.listen interval=10 krn.gpio=--K
wifi.keep alive wake time=2 wifi.arp grat period=0 mpd.regdomain=FCC
mpd . suspend=1

SApp:git-ee80eec

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

SSID 'ACT102571068294"

Suspend Enabled.

Multicast reception Enabled.

Regdomain=FCC

addr e€0:69:3a:00:2c:3e

Applying reg domain: 1-11@20

Trying Primary SSID=ACT102571068294

.[10.371,389] CONNECT:00:5f:67:cd:c5:a6 Channel:6 rssi:-52 dBm
WCM_NOTIFY MSG LINK UP

.WCM_NOTIFY MSG ADDRESS

[11.288,225] MYIP 192.168.0.102

[11.288,388] IPvo [fe80::e269:3aff:fe00:2c3e]l-1ink

WiFi Connection Success. SSID=ACT102571068294

Listen interval=10

Traffic Timeout=12

pm_flags=0x0

WiFi Connection success. proceeding to app..

Timeout not specified.!

Version 4.4 19 ©lnnoPhase, Inc., 2022
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Application Exited..

Going for indefinite sleep...

Version 4.4 20 ©lnnoPhase, Inc., 2022
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8.3 TCP

1. Select TCP fromthe Select Mode and Enter the Parameters.
Enter values for Beacon Listen Interval, Length, Port Number and
Message Send Interval (sec). Failure to pass any value will result in an error.

3. Click on either PROG Ram & Start Test or PROG Flash & Start Test as per
your requirement.

MPD |perfd Scan
Different Mode Opticns

Select Mode and Enter the Parameters

TP — [ Disable Multicast

Beacon Listen Interval: |'ID

Keepalive Interval (sec):

Length: 100
Port Mumber: &001
LIRL:

Message_Send Interval (sec): |'ID |

Figure 13: Selecting TCP mode

Note: Both the Host and Talaria TWO are connected to the same network.
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Console output:

UART : NWAWWWWAEBuild $Id: git-alalOc3e62 $
mpd.ssid=ACT102571068294 mpd.passphrase=43083191

np conf path=/sys/nprofile.json mpd.mcast rx=1 mpd.proto=tcp
mpd.tcp.msginterval=10 mpd.tcp.msglen=100 mpd.port=6001
wifi.listen interval=10 krn.gpio=--K wifi.keep alive wake time=2
wifi.arp grat period=1800 wifi.max idle period=0 mpd.regdomain=FCC
mpd. suspend=1

SApp:git-ee80eec

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

SSID 'ACT102571068294"'

Suspend Enabled.

Multicast reception Enabled.

Regdomain=FCC

addr €0:69:3a:00:2c:3e

Applying reg domain: 1-11@20

Trying Primary SSID=ACT102571068294

.[10.361,816] CONNECT:00:5f:67:cd:c5:a6 Channel:6 rssi:-58 dBm
WCM NOTIFY MSG LINK UP

.WCM_NOTIFY MSG ADDRESS

[11.062,363] MYIP 192.168.0.102

[11.062,526] IPv6o [fe80::e269:3aff:fe00:2c3e]l-1ink

WiFi Connection Success. SSID=ACT102571068294

Listen interval=10

Traffic Timeout=12

pm_ flags=0x0

WiFi Connection success. proceeding to app..
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Timeout not specified.!
listening socket success.. sd=0
Binding to port: 6001

bind success..

listen success...

Config:
Proto ttcp
Port :6001

Interval:10

msg len :100

Waiting for incoming connections..

Calling accept ()

accept returned. newsd=l

send returned 100.
msg=Times=1:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKL
MNOPQRSTUVWXYZABCDEFGHIJKLM

send returned 100.

msg=Times=2: ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKL
MNOPQRSTUVWXYZABCDEFGHIJKLM

send returned 100.
msg=Times=3:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKL
MNOPQRSTUVWXYZABCDEFGHIJKLM

send returned 100.
msg=Times=4:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKL

MNOPQRSTUVWXYZABCDEFGHIJKLM
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send returned 100.
msg=Times=5:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABRCDEFGHIJKL
MNOPQRSTUVWXYZABCDEFGHIJKLM

send returned 100.

msg=Times=6: ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKL
MNOPQRSTUVWXYZABCDEFGHIJKLM

send returned 100.
msg=Times=7:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKL

MNOPQRSTUVWXYZABCDEFGHIJKLM

TCP client CMD output:

C:\Program Files (x86) \Nmap>ncat.exe 192.168.0.102 6001
Times=1:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Times=2:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Times=3:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Times=4:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM
Times=5:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM
Times=6:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM
Times=7:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP

QRSTUVWXYZABCDEFGHIJKLM
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To start ncat in the host computer, follow the following steps:

1. Download and Install ncat using the following link: https://nmap.org/ncat/.

2. Open command prompt and pass command.

3. Ncat.exe IP-address (from console) and port number (from console).

Expected Result: When client connects to the TCP server (server port configured with port boot
argument), the TCP server sends a message to client after every <interval> seconds which is
configured in Message Send Interval.
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8.4 UDP
1. Select UDP from the Select Mode and Enter the Parameters.

2. Enter values for Beacon Listen Interval, Length, Port Number and
message Send Interval (sec). Failure to pass any value will result in an error.

3. Click on either PROG Ram & Start Test or PROG Flash & Start Test as per
your requirement.

MPD |perf3 Scan
Different Mode Options

Select Mode and Enter the Parameters

upp — [ Disable Multicast

Beacon Listen Interval: |1D

Keepalive Interval (sec):

Length: 100
Paort Mumber: R009
LRL:

Message_Send Interval (sec): |1D |

Figure 14: Selecting UDP mode

Note: Both the Host and Talaria TWO are connected to the same network.

Version 4.4 26 ©lnnoPhase, Inc., 2022



User Guide for Talaria TWO Demo Tool i' INNOPHASE
d

Console output:

UART : NWAWWWWAEBuild $Id: git-alalOc3e62 $
mpd.ssid=ACT102571068294 mpd.passphrase=43083191

np conf path=/sys/nprofile.json mpd.mcast rx=1 mpd.proto=udp
mpd.udp.msginterval=10 mpd.udp.msglen=100 mpd.port=6009
wifi.listen interval=10 krn.gpio=--K wifi.keep alive wake time=2
wifi.arp grat period=1800 wifi.max idle period=0 mpd.regdomain=FCC
mpd. suspend=1

SApp:git-ee80eec

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

SSID 'ACT102571068294"'

Suspend Enabled.

Multicast reception Enabled.

Regdomain=FCC

addr €0:69:3a:00:2c:3e

Applying reg domain: 1-11@20

Trying Primary SSID=ACT102571068294

.[10.378,092] CONNECT:00:5f:67:cd:c5:a6 Channel:6 rssi:-40 dBm
WCM NOTIFY MSG LINK UP

.WCM_NOTIFY MSG ADDRESS

[11.268,506] MYIP 192.168.0.102

[11.268,670] IPvo [fe80::e269:3aff:fe00:2c3e]l-1ink

WiFi Connection Success. SSID=ACT102571068294

Listen interval=10

Traffic Timeout=12

pm_ flags=0x0

WiFi Connection success. proceeding to app..
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Timeout not specified.!

UDP socket success

Config:
Proto :udp
Port :6009

Interval:10

msg len :100

sendto returned 100.
sendto returned 100.
sendto returned 100.
sendto returned 100.
sendto returned 100.
sendto returned 100.
sendto returned 100.
sendto returned 100.
sendto returned 100.
sendto returned 100.
sendto returned 100.
sendto returned 100.

sendto returned 100.
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UDP client CMD output:

C:\Program Files (x86) \Nmap>ncat.exe -u -1 6009
Times=3:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Times=4:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Times=5:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Times=6:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Times=7: ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM
Times=8:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Times=9:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Times=10:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNO
PORSTUVWXYZABCDEFGHIJKL

Times=11:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNO
PORSTUVWXYZABCDEFGHIJKL

Times=12:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHIJKLMNO
PORSTUVWXYZABCDEFGHIJKL
Times=13:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNO
PORSTUVWXYZABCDEFGHIJKL
Times=14:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNO
PORSTUVWXYZABCDEFGHIJKL

Times=15:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNO

PORSTUVWXYZABCDEFGHIJKL
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Times=16:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNO

PORSTUVWXYZABCDEFGHIJKL

To start ncat in the host computer, follow the following steps:

1. Download and Install ncat using the following link: https://nmap.org/ncat/.

2. Open command prompt and pass command.

3. ncat.exe -u -1 port number (from console).

Expected Result: Application sends broadcast UDP message using port number passed in boot
arguments after every <interval> seconds configure in Message Send Interval.
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8.5 HTTP

1. Select HTTP from the Select Mode and Enter the Parameters.
Enter Beacon listen Interval, URL, Message Send Interval (sec).
Failure to pass any value will result in an error.

3. Click on either PROG Ram & Start Test or PROG Flash & Start Test as per
your requirement.

MPD |perf3 Scan
Different Mode Opticns
Select Mode and Enter the Parameters

HTTP — [ Disable Multicast

Beacon Listen Interval: |'ID

Keepalive Interval (sec):
Length:
Port Mumber:

URL: http:/fexample.com

Message_Send Interval (sec): (10

Figure 15: Selecting HTTP mode

Expected Result: At interval configured in boot arguments in Message Send Interval,
application connects to URL, performs HTTP get and hexdumps the page.
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Console output:

UART : NWAWWWWAEBuild $Id: git-alalOc3e62 $
mpd.ssid=ACT102571068294 mpd.passphrase=43083191

np conf path=/sys/nprofile.json mpd.mcast rx=1 mpd.proto=http
mpd.http.httpgetinterval=10 mpd.url=http://example.com
wifi.listen interval=10 krn.gpio=--K wifi.keep alive wake time=2
wifi.arp grat period=1800 wifi.max idle period=0 mpd.regdomain=FCC
mpd. suspend=1

SApp:git-ee80eec

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

SSID 'ACT102571068294"'

Suspend Enabled.

Multicast reception Enabled.

url=http://example.com

Regdomain=FCC

addr e€0:69:3a:00:2c:3e

Applying reg domain: 1-11@20

Trying Primary SSID=ACT102571068294

.[10.354,238] CONNECT:00:5f:67:cd:c5:a6 Channel:6 rssi:-41 dBm
WCM_NOTIFY MSG LINK UP

.WCM_NOTIFY MSG ADDRESS

[11.071,562] MYIP 192.168.0.102

[11.071,725] IPvo [fe80::e269:3aff:fe00:2c3e]-1ink

WiFi Connection Success. SSID=ACT102571068294

Listen interval=10

Traffic Timeout=12

pm_flags=0x0
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WiFi Connection success. proceeding to app..
Timeout not specified.!

after parsing. port=80

Config:
Proto thttp
Port :0

Interval:10

msg len :0

http send keepalive: times=1
[APP]Calling http client open(). cfg.port=80

[APP]HTTP Get. path=/callback entry

[APP]Response:

200

Accept-Ranges: bytes

Age: 343172

Cache-Control: max-age=604800

Content-Type: text/html; charset=UTF-8

Date: Tue, 07 Sep 2021 06:39:40 GMT

Etag: "3147526947+gzip"

Expires: Tue, 14 Sep 2021 06:39:40 GMT
Last-Modified: Thu, 17 Oct 2019 07:18:26 GMT
Server: ECS (dcb/7ECS8)

Vary: Accept-Encoding
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X-Cache: HIT

Content-Length: 1256

[APP]Body:

Hexdump of http data, len=1104

3C 21 64 6F 63 74 79 70 65 20 68 74 6D 6C 3E OA | <!doctype html>.
3C 68 74 6D 6C 3E 0A 3C 68 65 61 64 3E OA 20 20 | <html>.<head>.
20 20 3C 74 69 74 6C 65 3E 45 78 61 6D 70 6C 65 | <title>Example
20 44 6F 6D 61 69 6E 3C 2F 74 69 74 6C 65 3E 0A | Domain</title>.
0A 20 20 20 20 3C 6D 65 74 61 20 63 68 61 72 73 | . <meta chars
65 74 3D 22 75 74 66 2D 38 22 20 2F 3E 0A 20 20 | et="utf-8" />.
20 20 3C 6D 65 74 61 20 68 74 74 70 2D 65 71 75 | <meta http-equ
69 76 3D 22 43 6F 6E 74 65 6E 74 2D 74 79 70 65 | iv="Content-type
22 20 63 6F 6E 74 65 6E 74 3D 22 74 65 78 74 2F | " content="text/
68 74 6D 6C 3B 20 63 68 61 72 73 65 74 3D 75 74 | html; charset=ut
66 2D 38 22 20 2F 3E OA 20 20 20 20 3C 6D 65 74 | £-8" />. <met
61 20 6E 61 6D 65 3D 22 76 69 65 77 70 6F 72 74 | a name="viewport
22 20 63 6F 6E 74 65 6E 74 3D 22 77 69 64 74 68 | " content="width
3D 64 65 76 69 63 65 2D 77 69 64 74 68 2C 20 69 | =device-width, i
6E 69 74 69 61 6C 2D 73 63 61 6C 65 3D 31 22 20 | nitial-scale=1"
2F 3E OA 20 20 20 20 3C 73 74 79 6C 65 20 74 79 | />. <style ty
70 65 3D 22 74 65 78 74 2F 63 73 73 22 3E OA 20 | pe="text/css">.
20 20 20 62 6F 64 79 20 7B 0A 20 20 20 20 20 20 | body {.

20 20 62 61 63 6B 67 72 6F 75 6E 64 2D 63 6F 6C | background-col
6F 72 3A 20 23 66 30 66 30 66 32 3B 0A 20 20 20 | or: #f0f0f2;.

20 20 20 20 20 6D 61 72 67 69 6E 3A 20 30 3B 0A | margin: 0;.
20 20 20 20 20 20 20 20 70 61 64 64 69 6E 67 3A | padding:
20 30 3B OA 20 20 20 20 20 20 20 20 66 6F 6E 74 | 0;. font
2D 66 61 6D 69 6C 79 3A 20 2D 61 70 70 6C 65 2D | -family: -apple-
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8.6  HTTPS

1. Select HTTPS fromthe Select Mode and Enter the Parameters.
Enter Beacon Listen Interval, URL and Message Send Interval (sec).
If no value is passed, GUI will pop-up an error message.

3. Click on either PROG Ram & Start Test or PROG Flash & Start Test as per
your requirement.

MPD |perf3 Scan
Different Mode Options

Select Mode and Enter the Parameters

HTTPS — [ Disable Multicast

Beacon Listen Interval: |'ID

Keepalive Interval (sec):
Length:
Port Mumber:

URL: https://example.com

Message_Send Interval (sec): |10

Figure 16: Selecting HTTPS mode

Expected Result: At interval configured in Message Send Interval, application connects to
URL, performs HTTPs get and hexdumps the page.
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Console output:

UART : NWAWWWWAEBuild $Id: git-alalOc3e62 $
mpd.ssid=ACT102571068294 mpd.passphrase=43083191

np conf path=/sys/nprofile.json mpd.mcast rx=1 mpd.proto=https
mpd.https.httpsgetinterval=10 mpd.url=https://example.com
wifi.listen interval=10 krn.gpio=--K wifi.keep alive wake time=2
wifi.arp grat period=1800 wifi.max idle period=0 mpd.regdomain=FCC
mpd. suspend=1

SApp:git-ee80eec

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

SSID 'ACT102571068294"'

Suspend Enabled.

Multicast reception Enabled.

url=https://example.com

Regdomain=FCC

addr e0:69:3a:00:2c:3e

Applying reg domain: 1-11@20

Trying Primary SSID=ACT102571068294

.[10.371,677] CONNECT:00:5f:67:cd:c5:a6 Channel:6 rssi:-47 dBm
WCM_NOTIFY MSG LINK UP

.WCM_NOTIFY MSG ADDRESS

[11.256,329] MYIP 192.168.0.102

[11.256,492] IPvo [fe80::e269:3aff:fe00:2c3e]-1ink

WiFi Connection Success. SSID=ACT102571068294

Listen interval=10

Traffic Timeout=12

pm_flags=0x0
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WiFi Connection success. proceeding to app..
Timeout not specified.!

after parsing. port=443

Config:
Proto thttps
Port :0

Interval:10

msg len :0

http send keepalive: times=1

[APP]Calling http client open() .
configurations...
Seeding the random number generator...
Connecting to tcp example.com:443...
Setting up the SSL/TLS structure...
>setting configurations..
>auth mode = 0 (0- skip, 1- optional,

>max fragment len = 0

Performing the SSL/TLS handshake...

ok

Verifying peer X.509 certificate...

[APP]HTTP Get. path=/

[APP]Response:

http cmn ctx.cfg.port=443

Checking input

2- required
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200

Age: 307863

Cache-Control: max-age=604800

Content-Type: text/html;

Date: Tue, 07 Sep 2021 07:05:45 GMT

Etag: "3147526947+ident"
Expires: Tue,

Last-Modified: Thu,

Server: ECS (dcb/7EA3)

Vary: Accept-Encoding

charset=UTF-

8

14 Sep 2021 07:05:45 GMT

17 Oct 2019 07:18:26 GMT

X-Cache: HIT

Content-Length: 1256

[APP]Body:

Hexdump of http data, len=0

Hexdump of http data, len=1256

3C 21 64 6F 63 74 79 70 65 20 68 74 6D 6C 3E OA | <!doctype html>.

3C 68 74 6D 6C 3E OA 3C 68 65 61 64 3E OA 20 20 | <html>.<head>.

20 20 3C 74 69 74 6C 65 3E 45 78 61 6D 70 6C 65 | <title>Example

20 44 6F 6D 61 69 6E 3C 2F 74 69 74 6C 65 3E 0A | Domain</title>.

0A 20 20 20 20 3C 6D 65 74 61 20 63 68 61 72 73 | <meta chars

65 74 3D 22 75 74 66 2D 38 22 20 2F 3E 0A 20 20 | -et="utf-8" />.

20 20 3C 6D 65 74 61 20 68 74 74 70 2D 65 71 75 | <meta http-equ

69 76 3D 22 43 6F 6E 74 65 6E 74 2D 74 79 70 65 | iv="Content-type

22 20 63 6F 6E 74 65 6E 74 3D 22 74 65 78 74 2F | " content="text/

68 74 6D 6C 3B 20 63 68 61 72 73 65 74 3D 75 74 | html; charset=ut

66 2D 38 22 20 2F 3E OA 20 20 20 20 3C 6D 65 74 | f-8" />. <met

61 20 6E 61 6D 65 3D 22 76 69 65 77 70 6F 72 74 | a name="viewport
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22 20 63 6F 6E 74 65 6E 74 3D 22 77 69 64 74 68 | " content="width
3D 64 65 76 69 63 65 2D 77 69 64 74 68 2C 20 69 | =device-width, i
6E 69 74 69 61 6C 2D 73 63 61 6C 65 3D 31 22 20 | nitial-scale=1"
2F 3E OA 20 20 20 20 3C 73 74 79 6C 65 20 74 79 | />. <style ty
70 65 3D 22 74 65 78 74 2F 63 73 73 22 3E OA 20 | pe="text/css">.
20 20 20 62 6F 64 79 20 7B 0A 20 20 20 20 20 20 | body {.

20 20 62 61 63 6B 67 72 6F 75 6E 64 2D 63 6F 6C | background-col
6F 72 3A 20 23 66 30 66 30 66 32 3B 0OA 20 20 20 | or: #f0f0f2;.

20 20 20 20 20 6D 61 72 67 69 6E 3A 20 30 3B 0A | margin: 0;.
20 20 20 20 20 20 20 20 70 61 64 64 69 6E 67 3A | padding:
20 30 3B OA 20 20 20 20 20 20 20 20 66 6F 6E 74 | 0;. font
2D 66 61 6D 69 6C 79 3A 20 2D 61 70 70 6C 65 2D | -family: -apple-
73 79 73 74 65 6D 2C 20 73 79 73 74 65 6D 2D 75 | system, system-u
69 2C 20 42 6C 69 6E 6B 4D 61 63 53 79 73 74 65 | i, BlinkMacSyste
6D 46 6F 6E 74 2C 20 22 53 65 67 6F 65 20 55 49 | mFont, "Segoe UI
22 2C 20 22 4F 70 65 6E 20 53 61 6E 73 22 2C 20 | ", "Open Sans",
22 48 65 6C 76 65 74 69 63 61 20 4E 65 75 65 22 | "Helvetica Neue"
2C 20 48 65 6C 76 65 74 69 63 61 2C 20 41 72 69 | , Helvetica, Ari
61 6C 2C 20 73 61 6E 73 2D 73 65 72 69 66 3B OA | al, sans-serif;.
20 20 20 20 20 20 20 20 OA 20 20 20 20 7D OA 20 | . }.
20 20 20 64 69 76 20 7B 0A 20 20 20 20 20 20 20 | div {.

20 77 69 64 74 68 3A 20 36 30 30 70 78 3B 0A 20 | width: 600px; .
20 20 20 20 20 20 20 6D 61 72 67 69 6E 3A 20 35 | margin: 5
65 6D 20 61 75 74 6F 3B 0A 20 20 20 20 20 20 20 | em auto;.

20 70 61 64 64 69 6E 67 3A 20 32 65 6D 3B 0A 20 | padding: 2em;.
20 20 20 20 20 20 20 62 61 63 6B 67 72 6F 75 6E | backgroun
64 2D 63 6F 6C 6F 72 3A 20 23 66 64 66 64 66 66 | d-color: #fdfdff
3B 0A 20 20 20 20 20 20 20 20 62 6F 72 64 65 72 | ;. border
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2D 72 61 64 69 75 73 3A 20 30 2E 35 65 6D 3B 0OA | -radius: 0.5em;.
20 20 20 20 20 20 20 20 62 6F 78 2D 73 68 61 64 | box-shad
6F 77 3A 20 32 70 78 20 33 70 78 20 37 70 78 20 | ow: 2px 3px 7px

32 70 78 20 72 67 62 61 28 30 2C 30 2C 30 2C 30 | 2px rgba(0,0,0,0
2E 30 32 29 3B OA 20 20 20 20 7D 0A 20 20 20 20 | .02);. }.

61 3A 6C 69 6E 6B 2C 20 61 3A 76 69 73 69 74 65 | a:link, a:visite
64 20 7B OA 20 20 20 20 20 20 20 20 63 6F 6C 6F | d {. colo

72 3A 20 23 33 38 34 38 38 66 <p>Th

69 73 20 64 6F 6D 61 69 6E 20 69 73 20 66 6F 72 | is domain is for
20 75 73 65 20 69 6E 20 69 6C 6C 75 73 74 72 61 | use in illustra
74 69 76 65 20 65 78 61 6D 70 6C 65 73 20 69 6E | tive examples in
20 64 6F 63 75 6D 65 6E 74 73 2E 20 59 6F 75 20 | documents. You
6D 61 79 20 75 73 65 20 74 68 69 73 0A 20 20 20 | may use this.

20 64 6F 6D 61 69 6E 20 69 6E 20 6C 69 74 65 72 | domain in liter
61 74 75 72 65 20 77 69 74 68 6F 75 74 20 70 72 | ature without pr
69 6F 72 20 63 6F 6F 72 64 69 6E 61 74 69 6F 6E | ior coordination
20 6F 72 20 61 73 6B 69 6E 67 20 66 6F 72 20 70 | or asking for p
65 72 6D 69 73 73 69 6F 6E 2E 3C 2F 70 3E 0A 20 | ermission.</p>.
20 20 20 3C 70 3E 3C 61 20 68 72 65 66 3D 22 68 | <p><a href="h
74 74 70 73 3A 2F 2F 77 77 77 2E 69 61 6E 61 2E | ttps://www.iana.
6F 72 67 2F 64 6F 6D 61 69 6E 73 2F 65 78 61 6D | org/domains/exam
70 6C 65 22 3E 4D 6F 72 65 20 69 6E 66 6F 72 6D | ple">More inform
61 74 69 6F 6E 2E 2E 2E 3C 2F 61 3E 3C 2F 70 3E | ation...</a></p>
OA 3C 2F 64 69 76 3E OA 3C 2F 62 6F 64 79 3E OA | .</div>.</body>.
3C 2F 68 74 6D 6C 3E 0A |  </html>.

[APP]Success: http client get (), rval = 2

http send keepalive: times=2
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[APP]Calling http client open(). http cmn ctx.cfg.port=443 . Checking input
configurations...
Seeding the random number generator...
Connecting to tcp example.com:443...
Setting up the SSL/TLS structure...
>setting configurations..
>auth mode = 0 (0- skip, 1- optional, 2- required
>max fragment len = 0

Performing the SSL/TLS handshake...

ok
Verifying peer X.509 certificate...

[APP]HTTP Get. path=/

[APP]Response:

200

Age: 576088

Cache-Control: max-age=604800

Content-Type: text/html; charset=UTF-8

Date: Tue, 07 Sep 2021 07:06:08 GMT

Etag: "3147526947+gziptident"

Expires: Tue, 14 Sep 2021 07:06:08 GMT
Last-Modified: Thu, 17 Oct 2019 07:18:26 GMT
Server: ECS (dcb/7F60)

Vary: Accept-Encoding
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X-Cache: HIT
Content-Length: 1256
[APP]Body:

Hexdump of http data, len=0

Hexdump of http data, len=1256
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8.7  MQTT

1. Select MQTT from Select Mode and Enter the Parameters.

2. Enter Beacon Listen Interval, Port number, URL, Message Send
Interval (sec), MQTT Ping Interval(secs), MQTT ClientID, MQTT
Username, MQTT Password, PUB MSG, SUBMSGI1 and SUB MSG2. Failure to pass any
value will result in an error.

3. Click on either PROG Ram & Start Test or PROG Flash & Start Test as per
your requirement.

MPD | Iperf3 | Scan
Different Mode Options
Select Mode and Enter the Parameters
MQTT — | I~ Disable Multicast
Beacon Listen Interval: 10
Keepalive Interval (sec):
Length:
Port Number: 1883
URL: http://ftest.mosquitto.org
Message Send Interval (sec): |15
MQTT_Ping Interval (sec): 25
MQTT ClientID: T2_TALARIA
MQTT Usemame: t2_user
MQTT Password: t2_pass
PUB MSG: PUBMSG
SUB MSG1: SUBMSG1
SUB M5G2: SUBMSG2

Figure 17: Selecting MQTT mode
To observe Publish messages and to Subscribe any message run the following commands:
1. To Publish:
mosquitto_sub.exe -d -v -h test.mosquitto.org -t PUBMSG
2. To Subscribe:

mosquitto_pub.exe -d -h test.mosquitto.org -t SUBMSG1 -m "msgl"

Note: Mosquitto.exe can be downloaded from the following link:
http://mosquitto.org/download/.
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MQTT - Command Prompt Output (Subscribe message):

C:\Program Files\Mosquitto>mosquitto pub.exe -d -h test.mosquitto.org -t
SUBMSG1 -m "msgl"

Client (null) sending CONNECT

Client (null) received CONNACK (0)

Client (null) sending PUBLISH (d0, g0, rO, ml, 'SUBMSGl', ... (4 bytes))

Client (null) sending DISCONNECT

MQTT - Command Prompt Output (Publish message):

C:\Program Files\Mosquitto>mosquitto sub.exe -d -v -h test.mosquitto.org -t
PUBMSG

Client (null) sending CONNECT

Client (null) received CONNACK (0)

Client (null) sending SUBSCRIBE (Mid: 1, Topic: PUBMSG, QoS: 0, Options:
0x00)

Client (null) received SUBACK

Subscribed (mid: 1): O

Client (null) received PUBLISH (d0, g0, rO, mO, 'PUBMSG', ... (99 bytes))
PUBMSG

Times=6:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, rO, mO, 'PUBMSG', ... (99 bytes))
PUBMSG

Times=7:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
ORSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
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PUBMSG

Times=8:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
PUBMSG

Times=9:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
PUBMSG
Times=10:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNO
PORSTUVWXYZABCDEFGHIJKL

Client (null) received PUBLISH (d0, g0, rO, mO, 'PUBMSG', ... (99 bytes))
PUBMSG
Times=11:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNO
PORSTUVWXYZABCDEFGHIJKL

Client (null) received PUBLISH (d0, g0, rO, mO, 'PUBMSG', ... (99 bytes))
PUBMSG
Times=0:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
PUBMSG
Times=1:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, rO, mO, 'PUBMSG', ... (99 bytes))
PUBMSG

Times=2 : ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
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PUBMSG

Times=3:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
PUBMSG

Times=4:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
PUBMSG
Times=5:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, rO, mO, 'PUBMSG', ... (99 bytes))
PUBMSG

Times=6:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, rO, mO, 'PUBMSG', ... (99 bytes))
PUBMSG

Times=7: ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
PUBMSG
Times=8:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, rO, mO, 'PUBMSG', ... (99 bytes))
PUBMSG
Times=9:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNOP
QRSTUVWXYZABCDEFGHIJKLM

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
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PUBMSG
Times=10:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNO
PORSTUVWXYZABCDEFGHIJKL

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))
PUBMSG
Times=11:ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHI JKLMNO
PORSTUVWXYZABCDEFGHIJKL

Client (null) received PUBLISH (d0, g0, r0O, mO, 'PUBMSG', ... (99 bytes))

Console output:

Y-BOOT 208efl3 2019-07-22 12:26:54 -0500 790dal-b-7

ROM yoda-hO-rom-16-0-gd5a8e586

FLASH: PNWWWWWAEBuild $Id: git-b664be2af $

mpd.mcast rx=1 mpd.proto=mgtt mpd.port=1883 mpd.mgtt.publishinterval=15
mpd.url=http://test.mosquitto.org mpd.mgtt.clientid=T2 TALARIA
mpd.mgtt.username=t2 user mpd.mgtt.password=t2 pass mpd.mgtt.pub msg=PUBMSG
mpd.mgtt.sub msgl=SUBMSG1l mpd.mgtt.sub msg2=SUBMSG2

mpd.mgtt.ping interval=25 wifi.listen interval=10 krn.gpio=--K
wifi.keep alive wake time=2 wifi.arp grat period=1800 wifi.max idle period=0
mpd.regdomain=FCC mpd.suspend=1 np conf path=/sys/nprofile.json
mpd.ssid=innotest mpd.passphrase=innophasel23

SApp:git-6e423223

SDK Ver: SDK 2.4

T2 Multipurpose Demp App Version 0.12

network profile parse success.

Suspend Enabled.

Multicast reception Enabled.

url=http://test.mosquitto.org
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Regdomain=FCC
addr f0:43:87:b0:1c:46

Applying reg domain: 1-11@20

Connecting to network

.[0.890,493] CONNECT:84:d8:1b:b3:6a:92 Channel:7 rssi:-70 dBm
WCM_NOTIFY MSG LINK UP

. .WCM NOTIFY MSG ADDRESS

[2.685,737] MYIP 192.168.0.33

[2.685,785] IPvo [feB0::f243:87ff:feb0:1cd46]-1ink

Listen interval=10

Traffic Timeout=12

pm_flags=0x0

WiFi Connection success. proceeding to app..

Timeout not specified.!

url=http://test.mosquitto.org/ hostname=test.mosquitto.org, port=1883,
page=/

starting mgtt.. Ping interval=25 Secs

Connect success. Returning :0

_mgtt cycle : packet type 2

_mgtt cycle : packet type = 9Subscribed to "SUBMSGL"

_mgtt cycle : packet type 9Subscribed to "SUBMSG2"

MOTT init: returning O

Config:

Proto :mgtt
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Port :1883
Interval:15
msg len :100

mgtt loop entry
publish data, value=1l,
publish data, value=2,
_mgtt cycle
publish data, value=4,
_mgtt cycle
publish data, value=6,
_mgtt cycle
publish data, value=8,
_mgtt cycle

publish data,

_mgtt cycle

publish data, value=0,

_mgtt cycle
publish data, value=2,

_mgtt cycle

_mgtt cycle

packet type =

packet type =

packet type =

packet type =

value=10,

packet type =

packet type =

packet type

packet type

interval=15Secs

interval=15Secs

13publish data,

interval=15Secs

13publish data,

interval=15Secs

13publish data,

interval=15Secs

13publish data,

interval=15Secs

13publish data,

interval=15Secs

13publish data,

interval=15Secs

13publish data,

3messageArrived:

value=3, interval=15Secs
value=5, interval=15Secs
value=7, interval=15Secs
value=9, interval=15Secs

value=11, interval=15Secs

value=1, interval=15Secs

value=3, interval=15Secs

SUBMSG1 msgl
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publish data,

publish data,

_mgtt cycle

publish data,

value=4, interval=15Secs

value=5, interval=15Secs

: packet type = 13publish data, value=6, interval=15Secs

value=7, interval=15Secs

Expected Result: App connects to MQTT broker. At Message Send Interval configured,
application does an MQTT publish with topic <PUBMSG> and subscribe with topic <SUBMSG>
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8.8  Multicast Reception OFF GRAT ARP OFF

1. Select Base mode from the Select Mode and Enter the Parameters.
Select the Disable Multicast option.

3. Enter Beacon Listen Interval value. Failure to pass any value will result in an
error.

4. Click on either PROG Ram & Start Test or PROG Flash & Start Test as per
your requirement.

MPD |perf3 Scan
Different Mode Options

Select Mode and Enter the Parameters

Base — v Disable Multicast

Beacon Listen Interval: |1D

Figure 18: Selecting Multicast Reception OFF GRAT ARP OFF
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Console output:

UART : NWWAWWWWAEBuild $Id: git-f92beeb40 $
mpd.ssid=ACT102571068294 mpd.passphrase=43083191

np conf path=/sys/nprofile.json mpd.mcast rx=0 wifi.listen interval=10
krn.gpio=--K wifi.keep alive wake time=2 wifi.arp grat period=1800
wifi.max idle period=0 mpd.regdomain=FCC mpd.suspend=1
SApp:git-dc89330

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

SSID 'ACT102571068294"'

Suspend Enabled.

Multicast reception Disabled.

Regdomain=FCC

addr e0:69:3a:00:2c:3e

Applying reg domain: 1-11@20

Trying Primary SSID=ACT102571068294

.[10.441,264] CONNECT:00:5f:67:cd:c5:a6 Channel:6 rssi:-53 dBm
WCM NOTIFY MSG LINK UP

.WCM_NOTIFY MSG ADDRESS

[11.182,218] MYIP 192.168.0.102

[11.182,380] IPvo [fe80::e269:3aff:fe00:2c3e]-1ink

WiFi Connection Success. SSID=ACT102571068294

Listen interval=10

Traffic Timeout=12

pm_flags=0x0

WiFi Connection success. proceeding to app..

Timeout not specified.!

Application Exited..
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Going for indefinite sleep...

Version 4.4

4w S
file Edit View Go Captwe Anlyze Statistics Telephony Wireless Tools Help
e RE QesEFEL=Eaqaaf
| ILIE B0 ]+
o Time Source Destmation Frosl  Lengih ¥éo ~
40853012 Motorolab7:adiad  Azurewav_OF:e7:73  ARP 42 Who has 192.168.43.1847 Tell 192.168.43.1
50.853006  Azurellav 0F:07:73  Motorola b7:2d:ad AR 42 192.168.43.184 is at 70:66:55:0¢:07:73
134.053181  Innophes @0:2c:3c  Broadcast #RP 42 ARP Announcement for 192,168.43.60
16516.543669  Innophas_e@:2c:3c ARP 42 ARP Announcement for 192.168.43.60
280 23.893121  Motorola_b7:2d:ad ARP 42 Who has 192.168.43.1647 Tell 192.168.43.1
26273.893136  Azurchlov_F:07:73 aRP 42 192.168.43.104 is at 70:66:55:0¢:07:73
42647.586573  Motorola b7:2d:ad  Azurekav_OF:07:73  ARP 42 Who has 192.166.43.1847 Tell 192.168.43.1
427 47.586587  Azurehav_9fi07:73  Motorala_b7:2diad  ARP 42 192.168.43.104 is at 70:66:55:61:07:73
54370.387579  Motorola b7:2d:ad  Azurcov_BF:07:73  ARP 42 Who has 192.168.43.1847 Tell 192.168.43.1
54479.307601  AzureWav 8F:07:73  Motorola b7:2d:iad  ARP 42 192.168.43.184 is at 70:66:55:0¢:07:73
57281.603926  Innophos G9:2c:3c  Broodeost RP 42 ARP Announcement for 192,168.43.60
86893.000457  Motorola b7:2d:ad  Azurekav_OF:e7:73  ARP 42 Who has 192.166.43.1047 Tell 192.168.43.1
B9 93.000471  Azurchav_0f:07:73  Motorla_b7:2diad  ARP 42 192.168.43.104 is at 70:66:55:61:67:73
1107 186.651956  Tnnophes 80:2c:3c  Broadcest aRP 42 ARP Announcement for 192.168.43.60 .
Frame 13: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{SDEASEAA-44E3-4BAJ-ATEG-B42A06E6756}, 1d © d
£ FF £F 1F 1 £f €0 69 Ja 00 2c 3c 0B 06 00 01 HER
45 00 66 64 80 A1 €8 69 3a B 2c 3c < o8 2b 3¢ i
@ 00 60 6 00 08 <0 a8 2b 3c <
G - o X
Fle Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
Hie XE QuwEFis = aqan
(R arpl i I+
" Time seurce Oesraten Frowck Lengih ¥ -
1988 222.898319  152.168.43.104 192.168.43.60 00 74 Echo (ping) request 1d-0x0001, seq-15/3840, tt1-128 (reply in 2000)
1998 223.048860  Innophas_0@:2c:3c  Broadcast P 42 Who has 192.166.43.1047 Tell 102.168.43.60
1999 223.948883  AzureHav_Of:07:73  Innophas_B@:2cidc  ARP 42 192.168.43.104 is at 70:66:55:61:07:73
2000 223.954246  192.168.23.60 192.168.23.104 00 7AEcho (ping) reply  10=8x0001, se=15/3640, tt1=255 (request in 1988)
2001 223.057082  192.168.43.104 192.168.43.60 09 74 Echo (ping) request id-0x0001, seq-16/4096, ttl-128 (reply in 2002}
2002 223.959046  192.168.43.60 192.168.43,104 o 74 Echo (ping) reply  id-Gx0001, seq-16/496, t11=255 (request in 2001)
2014 228 965627 192.168.43.104 192.168.43.60 00 74 Echo (ping) request id=xbBA1, seq=17/4352, tt1=128 (reply in 2028)
2028 225.997122  192.168.43.60 192.168.43.104 09 74 Echo (ping) reply  id-0x0001, seq-17/4352, ttl-255 (request in 2014)
7029 226.001362  192.168.43.104 192.168.43.60 e 74 Echo (ping) request 1d-x0001, seq-18/4608, 11128 (reply in 2030)
2038 226.064570  102.168.43.60 192.168.43.104 08 74 Echo (ping) reply  id=x00A1, seq=18/46B8, tt1=255 (request in 2029)
2047 227.900681  AzureWav_0F:07:73  Innophas_00:2c:dc  ARP 42 Wno has 192.168.43.607 Tell 192.168.43.104
2099 228.044842  Innophas_00:2c:3c  AzureMav_OF:07:73  ARP 42192.168.43.60 is at e9:69:3a:00:2¢:3¢c
2061 235.860624  Motorola_b7:2d:0d  Azurelov_BF:07:73  ARP 42 Who has 192.166.43.1847 Tell 192.168.43.1
2062 235.800671  AzureMav 0F:07:73  Motorola b7:2d:ad  ARP 42 192,168.43,104 is at 70:66:55:0:07:73 .
Frane 13: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Devi -ATEG- }e id 0 B
£ FF £F FF FF Ff 60 69 33 00 2c 3c 0B 06 00 01 FEn
0500 06 64 00 01 <6 69 3a B0 2c 3c <0 a8 2b 3¢ i
9 00 60 69 80 0B <O 5B 2b 3c +

Figure 19: Multicast Reception OFF GRAT ARP OFF - Wireshark
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CMD output:

C:\WINDOWS\system32>ping 192.168.0.104

Pinging 192.168.0.104 with 32 bytes of data:

Reply from 192.168.0.104: bytes=32 time=1546ms TTL=255
Reply from 192.168.0.104: bytes=32 time=7ms TTL=255
Reply from 192.168.0.104: bytes=32 time=l6ms TTL=255

Reply from 192.168.0.104: bytes=32 time=1073ms TTL=255

Ping statistics for 192.168.0.104:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 7ms, Maximum = 1546ms, Average = 660ms

Expected Result: Ping the IP address which can be found from the console window. Talaria TWO
connects to the AP. When PC tries to ping, ARP does not pass as the Multicast ARP at Talaria TWO
is turned off. However, after some time, ARP goes through and the ping is executed.

Note: Wireshark can be downloaded from the following link: https://www.wireshark.org/.

Version 4.4 55 ©lnnoPhase, Inc., 2022



User Guide for Talaria TWO Demo Tool i’ INNOPHASE
d

8.9  Multicast Reception OFF GRAT ARP ON

1.

Version 4.4

Select Multicast OFF Grat. ARP ON fromthe Select Mode and Enter
the Parameters.

Select the Disable Multicast option.

Enter Beacon Listen Interval and Message Send Interval (sec).
Failure to pass any value will result in an error.

Click on either PROG Ram & Start Test or PROG Flash & Start Test as per
your requirement.

MPD |perf3 Scan
Different Mode Options

Select Mode and Enter the Parameters

Multicast OFF Grat. ARP QN — | W Dizable Multicast

Beacon Listen Interval; |'I|3I

Keepalive Interval (sec):
Length:

Port Murnber:

LRL:

Message Send Interval (sec): | 10

Figure 20: Selecting Multicast Reception OFF GRAT ARP ON
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Console output:

UART : NWWAWWWWAEBuild $Id: git-f92beeb40 $
mpd.ssid=ACT102571068294 mpd.passphrase=43083191

np conf path=/sys/nprofile.json mpd.proto=none --flash=vm --reset=evk42
mpd.mcast rx=0 wifi.arp grat period=10 wifi.max idle period=0
wifi.listen interval=10 krn.gpio=--K wifi.keep alive wake time=2
mpd.regdomain=FCC mpd.suspend=1

SApp:git-dc89330

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

SSID 'ACT102571068294"

Suspend Enabled.

Multicast reception Disabled.

Regdomain=FCC

addr e€0:69:3a:00:2c:3e

Applying reg domain: 1-11@20

Trying Primary SSID=ACT102571068294

.[10.341,021] CONNECT:00:5f:67:cd:c5:a6 Channel:6 rssi:-60 dBm
.WCM_NOTIFY MSG LINK UP

.WCM_NOTIFY MSG ADDRESS

[12.120,775] MYIP 192.168.0.102

[12.120,937] IPv6o [fe80::e269:3aff:fe00:2c3e]l-1ink

WiFi Connection Success. SSID=ACT102571068294

Listen interval=10

Traffic Timeout=12

pm_flags=0x0

WiFi Connection success. proceeding to app..

Timeout not specified.!
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Application Exited..

Going for indefinite sleep...

M Capturing from Wi-Fi o ES
File Edit View Go Captwe Analyze Statistics Telephany Wircless Tools Help
| ] R QemEFET T aqaal
LIE% [x]
™ Time Souren Destration Protocst  Length o "
30.221419 Innophas_80:2c:3c  Broadcast ARP 42 ARP Announcement for 192.168.43.60

45 18.221306 Innophas_88:2c:3c Broadcast ARP 42 ARP Announcement for 192.168.43.60

65 18.990563 Motorola b7:2d:ad  Azurelav_8f:@7:73 ARP 42 Who has 192.168.43.1847 Tell 192.168.43.1

6618.000589  Azurelav @F:87:73  Motorola b7:2d:ad  ARP 42192.168.43.184 is at 70:66:55:0¢:07:73

103 20.222148 Innophas_88:2c:3c Broadcast ARP 42 ARP Announcement for 192.168.43.60

198 38.222696 Broadcast ARP 42 ARP Announcement for 192.168.43.60

287 48224204 Broadcast ARP 42 ARP Announcement for 192.168.43.60

325 46.511463

Azuredav_Bf:07:73  ARP

42 Who has 192.168.43.1847 Tell 192.168.43.1

326 46.511538 Azurehlav_gf Motorala_b7:2d:ad ARP 42192.168.43.184 is at 70:66;
329 50.221227 Innophas_89:2c:3c  Broadcast ARP 42 78D Announcement for 192.168.43.60
355 68.221101 Innophas_2@:2c: 3¢ Broadcast ARP 42 ARP Announcement for 192.168.43.60

498 74.897479
499 74.897502

Motorola_b7:2d:ad
Azureblav_0f:07:73

Azuredav_BF:07:73  ARP
Motorola_b7:2d:ad  ARP

42 Who has 192.168.43.184} Tell 192.168.43.1
42192.168.43.104 is at 78:66:55:8F:07:73

54980220845  Innophas_80:2c:3c  Broadcast ARP 42 AP Announcenent for 192.168.43.60 .
Frame 287: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{SDBASEAA-AF3-ABA3-ATEG-BA2ADGE6056), id @ R
F FF 1€ £F FF Ff €0 69 3a 00 2c 3c 0B 06 00 A1 IR
300 06 84 00 01 €@ 69 3a B9 2c 3¢ <@ a8 b 3 [
@0 00 60 BA 00 98 @ a8 2b 3c 3

Version 4.4

v - o x
File Edit Wiew Go Captre Analyze Statistics Telephony Wircless Tools Help
RE QewsEFisl S aaaf
+
source Desann Protocst  Length o &
4518.221306  Innophas 89:2c:3c  Broadeast ARP 42 ARP Announcement for 192.168.43.60
6518.900563  Motorola b7:2d:ad  AzureMav_OF:07:73  ARP 42 Who has 192.168.43.1047 Tell 102.168.43.1
66 18996589 Azureav_8f:87:73  Motorala_b7:2d:ad ARP 42 192.168.43.184 is at 79:66:55:8f:07:73
103 20.222148  Innophas 80:2c:3c  Broadeast ARP 42 ARP Announcement for 192.168.43.60
153 25.518900  192.168.43.104 192.168.43.60 09 74 Echo (ping) request id-0x0001, seq=11/2616, ttl-128 (reply in 158)
158 25.912158 192.168.43.60 192.168.43.184 e 74 Echo (ping) reply id=8x0001, seqe11/2816, ttl=255 (request in 153)
160 26.536951  102.168.43.104 192.168.43.68 1000 74 Echo (ping) request id=8x0081, seq=12/3872, ttl=128 (reply in 181)
18126.935271  192.168.43.60 192.168.43.104 hidd 74 Echo (ping) reply  id-0x0001, seq=12/3072, tt1-255 (request in 169)
184 77.546285  192.168.43.104 192.168.43.68 109 74 Echo (ping) request 1d-8x0091, seq-13/3328, 1t1-138 (reply in 185)
185 27.050406  192.168. 192.168.43.104 1000 74 Echo (ping) reply  id=8x0081, seq=13/3328, tt1=255 (request in 184)
188 28.553717  192.168. 192.169.43.60 e 74 Echo (ping) request id-0x0001, seq=14/3584, ttl-128 (reply in 189)
189 78.983465  192.168. 192.168.43.184 10w 74 Echo (ping) reply  1d-6x0001, seq-14/3584, ttl-255 (request in 188)
198 30.222608  Innophas._ Broadcast 42 ARP Announcement for 192.168.43.60
28 Tnnophas. Broadcast AP Annount £ 68.43.60 .
Frame 287: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{S0SA9EAA-AAE3-ABA3-A7EG-842A06EG7056), id @ :
FF FF FF FF FF Ff 20 60 Ja 00 2c 3c 08 06 00 01 1<
5 0P 05 84 00 01 <@ 63 3a B 2¢ 3c <@ 98 b X iiee

00 08 60 BO G0 80 <@ a8 2b 3c

Figure 21: Multicast Reception OFF GRAT ARP ON - Wireshark and CMD Output
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CMD output:

C:\WINDOWS\system32>ping 192.168.0.104

Pinging 192.168.0.104 with 32 bytes of data:

Reply from 192.168.0.104: bytes=32 time=2106ms TTL=255
Request timed out.

Reply from 192.168.0.104: bytes=32 time=841ms TTL=255

Reply from 192.168.0.104: bytes=32 time=380ms TTL=255

Ping statistics for 192.168.0.104:
Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = 380ms, Maximum = 2106ms, Average = 1109ms

Expected Result: Talaria TWO connects to the AP. When the PC tries to ping, ARP does not pass as
the mcast rx at Talaria TWO is turned off. However, Talaria TWO keeps sending the GRAT ARPs at
configured interval. Laptop receives the GRAT ARP and the ARP table at the laptop gets updated,
and the ping is executed.
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9 iPerf3

You can download the iperf.exe application from the following link: https://iperf.fr/iperf-download.php

1. Enteryour SSIDand passphrase.

2. To automatically load the signed firmware image for iPerf3 application, select the iPerf3 tab as
shown in Figure 22.

3. Recommended to click on PROG Flash & Start Test to start Talaria TWO as a Server.

Note:
- Incasethe PROG Ram & Start Test option does not load the application, click on PROG
Flash & Start Test.
- Work around for the above limitation is to click Reset before clicking on PROG Ram & Start

Test again.
- Work around for error with CLEAR Flash option: Click Reset before clicking on CLEAR
Flash again.
AP Options Boot Target
Set options for connecting to an access point. Select an EVK board from the list.
SSID: ‘ACTO?_S':'W 068294 EVK serial number:
Passphrase: ‘ """ ] show 2021-58 v Refresh
Configure the Application Program and Reset the Device
Configure the Setup Parameters :
Reset
W Turn On deep sleep mode Select Regulatery Domain: FCC —1 | =
MPD :\per}? Scan CLEAR Flash

Click on "PROG Ram & Start Test" or "PROG Flash & Start Test” button to start T2 [T0E Lot i =

as a Server
PROG Flash & Start Test

® INNOPHASE

Help

Default Jumper Setting

Device Connected

Figure 22: Selecting iPerf3
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Following sections provide information on the different modes in which the iPerf3 application can be
used along with their respective outputs.
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9.1

» INNOPHASE

TCP Throughput Test

Console output:

UART : NWAWWWWAEBuild $Id: git-f92beeb40 $

551d=ACT102571068294 passphrase=43083191 np conf path=/sys/nprofile.json
krn.gpio=--K suspend=1

addr €0:69:3a:00:2c:3e

[10.573,053] CONNECT:00:5f:67:cd:c5:a6 Channel:6 rssi:-60 dBm
[11.423,832] MYIP 192.168.0.102

[11.423,880] IPvo [fe80::e269:3aff:fe00:2c3e]-1ink

IPerf3 server @ 192.168.0.102

Accepted connection from 192.168.0.103 port 1032
[ 1] local 192.168.0.102 port 5201 connected to 192.168.0.103 port 1033
[ ID] Interval Transfer Bitrate

[ 1] iperf3[S-RX-tcp]: 0.0-10 sec 6.5 MBytes 5.4 Mbits/sec

User: 2213434 (21%)
IRQ: 250215 (2%)
Idle: 7598946 (75%)
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CMD output:

» INNOPHASE

[

[

[

4]

ID]

4]

4]

ID]

4]

4]

receiver

-c 192.168.0.102

Interval

0.00-1.00

1.00-2.00

2.00-3.00

3.00-4.00

4.00-5.00

5.00-6.00

6.00-7.00

7.00-8.00

8.00-9.00

9.00-10.00

Interval

0.00-10.00

0.00-10.00

iperf Done.

Connecting to host 192.168.0.102,

secC

SecC

secC

secC

SecC

secC

SecC

secC

secC

SEC

secC

SEC

C:\Users\InnoP\Downloads\iperf-3.1.3-win64

Transfer
1.12 MBytes
640 KBytes
512 KBytes
640 KBytes
512 KBytes
640 KBytes
512 KBytes
1.00 MBytes
896 KBytes

256 KBytes

Transfer
6.62 MBytes

6.54 MBytes

port 5201

Bandwidth

9.44 Mbits/sec
5.24 Mbits/sec
4.19 Mbits/sec
5.23 Mbits/sec
4.20 Mbits/sec
5.24 Mbits/sec
4.20 Mbits/sec
8.39 Mbits/sec
7.33 Mbits/sec

2.10 Mbits/sec

Bandwidth
5.56 Mbits/sec

5.49 Mbits/sec

(1)\iperf-3.1.3-win64>iperf3.exe

local 192.168.0.103 port 1033 connected to 192.168.0.102 port 5201

sender
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9.2

UDP Throughput Test

Console output:

Accepted connection from 192.168.0.103 port 25882

[ 1] local 192.168.0.102 port 20756 connected to 192.168.0.103 port 56797
[ ID] Interval Transfer Bitrate

[ 1] iperf3[S-RX-udp]: 0.0-10 sec 1.2 MBytes 1.0 Mbits/sec

User: 295954 (2%)

IRQ: 40554 (0%)

Idle: 9693097 (96%)

CMD output:

C:\Users\InnoP\Downloads\iperf-3.1.3-win64 (1) \iperf-3.1.3-win64>iperf3.exe
-c 192.168.0.102 -u
Connecting to host 192.168.0.102, port 5201

[ 4] local 192.168.0.103 port 56797 connected to 192.168.0.102 port 5201

[ ID] Interval Transfer Bandwidth Total Datagrams
[ 4] 0.00-1.00 sec 136 KBytes 1.11 Mbits/sec 17
[ 4] 1.00-2.00 sec 128 KBytes 1.05 Mbits/sec 16
[ 4] 2.00-3.00 sec 128 KBytes 1.05 Mbits/sec 16

[ 4] 3.00-4.00 sec 128 KBytes 1.05 Mbits/sec 16
[ 4] 4.00-5.00 sec 136 KBytes 1.11 Mbits/sec 17
[ 4] 5.00-6.00 sec 136 KBytes 1.12 Mbits/sec 17
[ 4] 6.00-7.00 sec 120 KBytes 982 Kbits/sec 15

[ 4] 7.00-8.00 sec 128 KBytes 1.05 Mbits/sec 16
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[ 4] 8.00-9.00 sec 128 KBytes 1.05 Mbits/sec 16

[ 4] 9.00-10.00 sec 128 KBytes 1.05 Mbits/sec 16

[ ID] Interval Transfer Bandwidth Jitter Lost/Total
Datagrams

[ 4] 0.00-10.00 sec 1.27 MBytes 1.06 Mbits/sec 0.000 ms 3/162 (1.9%)

[ 4] Sent 162 datagrams

iperf Done.

Version 4.4 65 ©lnnoPhase, Inc., 2022



User Guide for Talaria TWO Demo Tool i' INNOPHASE
d

9.3 Bidirectional Test/Reverse Mode

Console output:

Accepted connection from 192.168.0.103 port 1030

User: 2870392 (28%)
IRQ: 263801 (2%)

Idle: 6947091 (68%)

[ 1] local 192.168.0.102 port 5201 connected to 192.168.0.103 port 1031

[ ID] Interval Transfer Bitrate

[ 1] iperf3[S-TX-tcp]: 0.0-10 sec 10.6 MBytes 8.9 Mbits/sec

c 192.168.0.102 -R
Connecting to host 192.168.0.102, port 5201

Reverse mode, remote host 192.168.0.102 is sending

[ ID] Interval Transfer Bandwidth

[ 4] 0.00-1.00 sec 1.58 MBytes 13.3 Mbits/sec
[ 4] 1.00-2.00 sec 1.16 MBytes 9.74 Mbits/sec
[ 4] 2.00-3.00 sec 1.33 MBytes 11.1 Mbits/sec
[ 4] 3.00-4.00 sec 845 KBytes 6.93 Mbits/sec
[ 4] 4.00-5.00 sec 622 KBytes 5.09 Mbits/sec
[ 4] 5.00-6.00 sec 231 KBytes 1.89 Mbits/sec
[ 4] 6.00-7.00 sec 1.27 MBytes 10.7 Mbits/sec

[ 4] 7.00-8.00 sec 1.38 MBytes 11.6 Mbits/sec

C:\Users\InnoP\Downloads\iperf-3.1.3-win64 (1)\iperf-3.1.3-win64>iperf3.exe -

[ 4] local 192.168.0.103 port 1031 connected to 192.168.0.102 port 5201
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[ 4] 8.00-9.00 sec 1.12 MBytes 9.40 Mbits/sec

[ 4] 9.00-10.00 sec 1.11 MBytes 9.27 Mbits/sec

[ ID] Interval Transfer Bandwidth Retr

[ 4] 0.00-10.00 sec 10.7 MBytes 8.95 Mbits/sec 0 sender
[ 4] 0.00-10.00 sec 10.7 MBytes 8.95 Mbits/sec receiver
iperf Done.
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9.4

Specific Duration Test
In the specific duration test, -t 10 implies that the test will run for a duration of 10 seconds.

Console output:

Accepted connection from 192.168.0.103 port 1031

[ 1] local 192.168.0.102 port 5201 connected to 192.168.0.103 port 1038
[ ID] Interval Transfer Bitrate

[ 1] iperf3[S-RX-tcp]: 0.0-10 sec 14.1 MBytes 11.9 Mbits/sec

User: 4577471 (45%)

IRQ: 539771 (5%)

Idle: 4903631 (48%)

CMD output:

C:\Users\InnoP\Downloads\iperf-3.1.3-win64 (1) \iperf-3.1.3-win64>iperf3.exe
-c 192.168.0.102 -t 10

Connecting to host 192.168.0.102, port 5201

[ 4] local 192.168.0.103 port 1038 connected to 192.168.0.102 port 5201
[ ID] Interval Transfer Bandwidth

[ 4] 0.00-1.00 sec 768 KBytes 6.28 Mbits/sec

[ 4] 1.00-2.00 sec 896 KBytes 7.35 Mbits/sec

[ 4] 2.00-3.00 sec 1.50 MBytes 12.6 Mbits/sec

[ 4] 3.00-4.00 sec 1.62 MBytes 13.6 Mbits/sec

[ 4] 4.00-5.00 sec 1.50 MBytes 12.6 Mbits/sec

[ 4] 5.00-6.00 sec 1.62 MBytes 13.6 Mbits/sec

[ 4] 6.00-7.00 sec 1.50 MBytes 12.6 Mbits/sec
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[ 4] 7.00-8.00 sec 1.62 MBytes 13.6 Mbits/sec
[ 4] 8.00-9.00 sec 1.62 MBytes 13.7 Mbits/sec

[ 4] 9.00-10.00 sec 1.75 MBytes 14.7 Mbits/sec

[ ID] Interval Transfer Bandwidth

[ 4] 0.00-10.00 sec 14.4 MBytes 12.1 Mbits/sec sender
[ 4] 0.00-10.00 sec 14.2 MBytes 11.9 Mbits/sec

receiver

iperf Done.

Version 4.4 69 ©lnnoPhase, Inc., 2022



User Guide for Talaria TWO Demo Tool i' INNOPHASE
d

9.5  Specific Data Rate Test
In the specific data rate test, -b 500k implies a data rate of 500kbps.

Console output:

Accepted connection from 192.168.0.103 port 1030

[ 1] local 192.168.0.102 port 5201 connected to 192.168.0.103 port 1032
[ ID] Interval Transfer Bitrate

[ 1] iperf3[S-RX-tcp]: 0.0-10 sec 6.7 MBytes 5.6 Mbits/sec

User: 2311297 (22%)

IRQ: 259311 (2%)

Idle: 7605124 (74%)

CMD output:

C:\Users\InnoP\Downloads\iperf-3.1.3-win64 (1) \iperf-3.1.3-win64>iperf3.exe
-c 192.168.0.102 -b 500k

Connecting to host 192.168.0.102, port 5201

[ 4] local 192.168.0.103 port 1032 connected to 192.168.0.102 port 5201
[ ID] Interval Transfer Bandwidth

[ 4] 0.00-1.00 sec 256 KBytes 2.09 Mbits/sec

[ 4] 1.00-2.00 sec 512 KBytes 4.20 Mbits/sec

[ 4] 2.00-3.00 sec 640 KBytes 5.24 Mbits/sec

[ 4] 3.00-4.00 sec 256 KBytes 2.10 Mbits/sec

[ 4] 4.00-5.00 sec 256 KBytes 2.10 Mbits/sec

[ 4] 5.00-6.00 sec 768 KBytes 6.29 Mbits/sec

[ 4] 6.00-7.00 sec 1.12 MBytes 9.44 Mbits/sec
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[ 4] 7.00-8.00 sec 896 KBytes 7.34 Mbits/sec
[ 4] 8.00-9.00 sec 1.25 MBytes 10.5 Mbits/sec

[ 4] 9.00-10.00 sec 1.00 MBytes 8.40 Mbits/sec

[ ID] Interval Transfer Bandwidth

[ 4] 0.00-10.00 sec 6.88 MBytes 5.77 Mbits/sec sender
[ 4] 0.00-10.00 sec 6.73 MBytes 5.65 Mbits/sec

receiver

iperf Done.
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9.6

Specific Transfer Size Test
In the specific transfer size test, -n 5M implies 5 megabytes are transferred.

Console output:

Accepted connection from 192.168.0.103 port 19498

[ 1] local 192.168.0.102 port 5201 connected to 192.168.0.103 port 19500
[ ID] Interval Transfer Bitrate

[ 1] iperf3[S-RX-tcp]: 0.0-5 sec 4.8 MBytes 8.0 Mbits/sec

User: 1613392 (27%)

IRQ: 184124 (3%)

Idle: 3997107 (68%)

CMD output:

C:\Users\InnoP\Downloads\iperf-3.1.3-win64 (1) \iperf-3.1.3-win64>iperf3.exe
-c 192.168.0.102 -n 5M

Connecting to host 192.168.0.102, port 5201

[ 4] local 192.168.0.103 port 19500 connected to 192.168.0.102 port 5201

[ ID] Interval Transfer Bandwidth

[ 4] 0.00-1.00 sec 512 KBytes 4.19 Mbits/sec

[ 4] 1.00-2.00 sec 512 KBytes 4.19 Mbits/sec

[ 4] 2.00-3.00 sec 768 KBytes 6.28 Mbits/sec

[ 4] 3.00-4.00 sec 1.25 MBytes 10.5 Mbits/sec

[ 4] 4.00-5.00 sec 1.12 MBytes 9.44 Mbits/sec

[ 4] 5.00-5.74 sec 896 KBytes 10.0 Mbits/sec
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[ ID] Interval Transfer Bandwidth

[ 4] 0.00-5.74 sec 5.00 MBytes 7.31 Mbits/sec sender
[ 4] 0.00-5.74 sec 4.81 MBytes 7.04 Mbits/sec

receiver

iperf Done.
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9.7  Multiple Stream Test

» INNOPHASE

In multiple stream test, =P 3 implies 3 simultaneous streams.

Console output:

[ 1] local 192.168.0.102 port
[ 3] local 192.168.0.102 port
[ 4] local 192.168.0.102 port
[ ID] Interval

[ 1] iperf3[S-RX-tcpl: 0.0-10
[ 3] iperf3[S-RX-tcpl: 0.0-10
[ 4] iperf3[S-RX-tcp]: 0.0-10
User: 3038692 (29%)

IRQ: 342139 (3%)

Idle: 6776685 (66%)

5201 connected
5201 connected

5201 connected

Transfer
sec 3.1 MBytes
sec 2.2 MBytes

sec 3.7 MBytes

Accepted connection from 192.168.0.103 port 1043

to 192.168.0.103 port 1044
to 192.168.0.103 port 1045

to 192.168.0.103 port 1046

Bitrate
2.6 Mbits/sec
1.8 Mbits/sec

3.1 Mbits/sec

CMD output:

-c 192.168.0.102 -P 3

C:\Users\InnoP\Downloads\iperf-

[ ID] Interval Transfer

[ 4] 0.00-1.00 sec 640 KBytes

3.1.3-win64 (1)\iperf-3.1.3-win64>iperf3.exe

Connecting to host 192.168.0.102, port 5201
[ 4] local 192.168.0.103 port 1044 connected to 192.168.0.102 port 5201
[ 6] local 192.168.0.103 port 1045 connected to 192.168.0.102 port 5201

[ 8] local 192.168.0.103 port 1046 connected to 192.168.0.102 port 5201

Bandwidth

5.24 Mbits/sec
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[ 6] 0.00-1.00 sec 256 KBytes 2.10 Mbits/sec
[ 8] 0.00-1.00 sec 640 KBytes 5.24 Mbits/sec
[SUM] 0.00-1.00 sec 1.50 MBytes 12.6 Mbits/sec
[ 4] 1.00-2.00 sec 512 KBytes 4.19 Mbits/sec
[ 6] 1.00-2.00 sec 128 KBytes 1.05 Mbits/sec
[ 8] 1.00-2.00 sec 512 KBytes 4.19 Mbits/sec
[SUM] 1.00-2.00 sec 1.12 MBytes 9.43 Mbits/sec
[ 4] 2.00-3.00 sec 384 KBytes 3.15 Mbits/sec
[ o] 2.00-3.00 sec 128 KBytes 1.05 Mbits/sec
[ 8] 2.00-3.00 sec 384 KBytes 3.15 Mbits/sec
[SUM] 2.00-3.00 sec 896 KBytes 7.34 Mbits/sec
[ 4] 3.00-4.00 sec 384 KBytes 3.14 Mbits/sec
[ ©6] 3.00-4.00 sec 128 KBytes 1.05 Mbits/sec
[ 8] 3.00-4.00 sec 384 KBytes 3.14 Mbits/sec
[SUM] 3.00-4.00 sec 896 KBytes 7.34 Mbits/sec
[ 4] 4.00-5.00 sec 256 KBytes 2.10 Mbits/sec
[ ©6] 4.00-5.00 sec 128 KBytes 1.05 Mbits/sec
[ 8] 4.00-5.00 sec 256 KBytes 2.10 Mbits/sec
[SUM] 4.00-5.00 sec 640 KBytes 5.25 Mbits/sec
[ 4] 5.00-6.00 sec 256 KBytes 2.09 Mbits/sec
[ 6] 5.00-6.00 sec 256 KBytes 2.09 Mbits/sec
[ 8] 5.00-6.00 sec 256 KBytes 2.09 Mbits/sec

[SUM] 5.00-6.00 sec 768 KBytes 6.28 Mbits/sec
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[ 4] 6.00-7.00 sec 128 KBytes 1.05 Mbits/sec
[ 6] 6.00-7.00 sec 256 KBytes 2.10 Mbits/sec
[ 8] 6.00-7.00 sec 384 KBytes 3.15 Mbits/sec
[SUM] 6.00-7.00 sec 768 KBytes 6.30 Mbits/sec
[ 4] 7.00-8.00 sec 128 KBytes 1.05 Mbits/sec
[ 6] 7.00-8.00 sec 256 KBytes 2.10 Mbits/sec
[ 8] 7.00-8.00 sec 256 KBytes 2.10 Mbits/sec
[SUM] 7.00-8.00 sec 640 KBytes 5.24 Mbits/sec
[ 4] 8.00-9.00 sec 256 KBytes 2.10 Mbits/sec
[ 6] 8.00-9.00 sec 384 KBytes 3.15 Mbits/sec
[ 8] 8.00-9.00 sec 512 KBytes 4.20 Mbits/sec
[SUM] 8.00-9.00 sec 1.12 MBytes 9.44 Mbits/sec
[ 4] 9.00-10.00 sec 384 KBytes 3.15 Mbits/sec
[ 6] 9.00-10.00 sec 512 KBytes 4.19 Mbits/sec
[ 8] 9.00-10.00 sec 384 KBytes 3.15 Mbits/sec
[SUM] 9.00-10.00 sec 1.25 MBytes 10.5 Mbits/sec
[ ID] Interval Transfer Bandwidth

[ 4] 0.00-10.00 sec 3.25 MBytes 2.73 Mbits/sec sender

[ 4] 0.00-10.00 sec 3.11 MBytes 2.61 Mbits/sec

receiver

[ 6] 0.00-10.00 sec 2.38 MBytes 1.99 Mbits/sec sender
[ 6] 0.00-10.00 sec 2.21 MBytes 1.85 Mbits/sec

receiver
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receiver

iperf Done.

[ 8] 0.00-10.
[ 8] 0.00-10.
receiver

[SUM] 0.00-10.

[SUM] 0.00-10.

00

00

00

00

secC

secC

secC

sSecC

3.88 MBytes

3.77 MBytes

9.50 MBytes

9.09 MBytes

3.25 Mbits/sec

3.16 Mbits/sec

7.97 Mbits/sec

7.63 Mbits/sec

sender

sender
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10 Scan

The Scan tab allows the user to actively scan for nearby access points.

The MPD tool Scan tab allows the user to perform Wi-Fi scan by specifying No of Probes,
Idle Slots,Min Listen Time (ms),Max Listen Time (ms),Wait time (ms), Scan
Interval (s). User can set the Probe Rate and select Required Channels as per
requirement.

Further, providing the SSID and BSSID will enable scan for a specific access point.

User can choose Standard Wi-Fi sczn or Low-Power Wi-Fi scan scheme forScanning.
Parameters Nap Enable and Interval (s) are corresponding the Low Power scheme,
disabled during Standard scheme and enabled during Low Power scheme.

AP Options Boot Target
Set options for connecting to an access point. Select an EVK board from the list.
SSID: [acTo2571068294 | EVK serial number:
Passphrase: [+ ] Show 2021-58 v| Refresh
Configure the Application Program and Reset the Device
Configure the Setup Parameters :
Reset
[¥ Turn On deep sleep mode Select Regulatory Domain: FCC — =
MPD Iperf3 Scan CLEAR Flash
Enter the Scan Parameters
PROG Ram & Start Test
Choose the Scheme
& Standard Wi-FiScan " Low-Power Wi-Fi Smart Scan PROG Flash & Start Test

55ID(optional): ACT02571068294 Select the Required Channels:
BSSID(optional): 00:5f:67:ccl:c5:a6| Select All Deselect All

Probe Rate: 11b_1Mbps —! | Vo1 Vo2 Vo3 Vo4
Mo_of_Probes: 2 = I v 05 V06 v 07 Iv 08
Idle_Slots: 3 - | Mo W10 F 1

Min_Listen_Time(ms): |8
Max_Listen_Time(ms): |24

Wait_Time(ms): 0 Default Jumper Setting
Scan Interval(s): “ID .

{» INNOPHASE

Help

Device Connected

Figure 23: Scanning for access points
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Default values of parameters for Standard Wi-Fi and Low-Power Wi-Fi Scan are shown in Table 2.
Depending on the user’s choice of scanning scheme, respective default values will be set to
corresponding parameters.

Default Value
Parameters Standard Low-Power Remark
Wi-Fi scan | Wi-Fi Scan
No_of_Probes 2 1 Configurable
Ide_Slots 3 3 Configurable
Select the Required Probe Rate 11b_1Mbps | 11b_6Mbps Configurable
NAP Enable No Yes Hard coded

Table 2: Default values for Standard Wi-Fi and Low-Power Wi-Fi Scan

Console output for Standard Scheme:

UART : NWWWWWWAE4 DWT comparators, range 0x8000

Build $Id: git-b0887ef06 $

mpd.proto=scan wifi.scan num probes=2 wifi.scan idleslots=3
wifi.scan min listen time=8 wifi.scan max listen time=24 wifi.scan wait time=0
wifi.probe rate=0x00 wifi.scan channel mask=0x7ff mpd.regdomain=FCC mpd.suspend=1
SApp:git-3£f9b8al

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

Suspend Enabled.

Regdomain=FCC

addr e€0:69:3a:00:06:34

Applying reg domain: 1-11@20

MPD scan mode.

channel mask=0x7ff

Found 1 nets:

cc:61:€5:09:96:4d on channel 1 @ -70 'Moto G' 'WPA2-PSK+PMF'

scan completed

Going for indefinite sleep...
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Expected Result: Depending on the Scan specifications, available networks are identified and displayed.

Console output for Low Power Scheme with NAP Enabled:

UART : NWWWWWWAE4 DWT comparators, range 0x8000

Build $Id: git-b0887ef06 $

mpd.proto=lpscan wifi.scan num probes=2 wifi.scan idleslots=3
wifi.scan min listen time=8 wifi.scan max listen time=24 wifi.nap scan=1
mpd.ap_ logging=1 mpd.dt iterations=10 wifi.probe rate=0x00

wifi.scan channel mask=0x7ff mpd.regdomain=FCC mpd.suspend=1

SApp:9git-3£f9b8al

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

Suspend Enabled.

Multicast reception Disabled.

Regdomain=FCC

addr e€0:69:3a:00:06:34

Applying reg domain: 1-11@20

MPD lpscan mode.

[0.395,971] Round:1 Found 13 nets:

[0.396,767] 8e:d7:33:el:0b:3e on channel 1 @ -46 'TPGuest 886N' 'WPA-PSK/WPA2-
PSK Mixed Mode'

[0.396,912] fc:d7:33:el:0b:3e on channel 1 @ -47 'TP-LINK WR886N' 'WPA-PSK/WPA2-
PSK Mixed Mode'

[0.397,061] 50:c7:bf:a3:86:4f on channel 1 @ -48 'TP-LINK 864' 'WPA-PSK/WPA2-
PSK+PMF Mixed Mode'

[0.397,210] 56:c7:bf:a3:86:40 on channel 1 @ -48 'TP-LINK Guest 864F' 'WPA-

PSK/WPA2-PSK+PMF Mixed Mode'
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[0.397,358] 50:c7:bf:£f4:22:c2 on channel -64 'rooftop' 'WPA2-PSK/WPA3-SAE
Mixed Mode'

[0.397,503] 50:c7:bf:e2:5e:bl on channel -67 'rooftop' 'WPA2-PSK/WPA3-SAE
Mixed Mode'

[0.397,619] f0:72:ea:97:e9:a2 on channel -68 'RaniNestHome' 'WPA2-PSK+PMF'
[0.397,732] b0:e4:d5:15:cb:52 on channel -69 'RaniNestHome' 'WPA2-PSK+PMF'
[0.397,845] f0:72:ea:57:bl:1a on channel -76 'RaniNestHome' 'WPA2-PSK+PMF'
[0.397,960] 2c:30:33:d5:72:a0 on channel -78 'Elongated Muskrat' 'WPA2-
PSK+PMF''

[0.398,077] f4:17:b8:a3:be:c9 on channel -83 'ATT2VED5x8-5.0" 'WPA2-PSK+PMF'
[0.398,266] 50:c7:bf:£f4:41:d0 on channel -84 'rooftop' 'WPA2-PSK/WPA3-SAE
Mixed Mode'

[0.398,382] £8:2c:18:38:14:b3 on channel -87 '' '"WPA2-PSK+PMF'

[10.392,951] Round:2 Found 11 nets:

[10.393,065] fc:d7:33:el:0b:3e on channel -45 'TP-LINK WR886N' 'WPA-
PSK/WPA2-PSK Mixed Mode'

[10.393,210] 8e:d7:33:el:0b:3e on channel -45 'TPGuest 886N' 'WPA-PSK/WPA2-
PSK Mixed Mode'

[10.393,360] 50:c7:bf:a3:86:4f on channel -48 'TP-LINK 864' 'WPA-PSK/WPA2-
PSK+PMF Mixed Mode'

[10.393,510] 56:c7:bf:a3:86:40 on channel -52 '"TP-LINK Guest 864F' 'WPA-
PSK/WPA2-PSK+PMF Mixed Mode'

[10.393,659] 50:c7:bf:f4:22:c2 on channel -64 'rooftop' 'WPA2-PSK/WPA3-SAE
Mixed Mode'

[10.393,778] 56:c7:bf:£4:22:c2 on channel -66 '' '"WPA2-PSK'

[10.393,915] 50:c7:bf:e2:5e:bl on channel -71 'rooftop' 'WPA2-PSK/WPA3-SAE
Mixed Mode'
Version 4.4 81 ©lnnoPhase, Inc., 2022




User Guide for Talaria TWO Demo Tool

» INNOPHASE

[10.394,032] Oa:a6:bc:8c:b4:e5 on channel 9 @ -71 '' 'WPA2-PSK+PMF'
[10.394,143] 2c:30:33:d5:72:a0 on channel 2 @ -79 'Elongated Muskrat' 'WPA2-
PSK+PMF'
[10.394,258] cc:f4:11:6£:20:38 on channel 11 @ -80 'RaniNestHome' 'WPA2-PSK+PMF'
[10.394,374] 56:c7:bf:£f4:41:d0 on channel 9 @ -82 '' 'WPA2-PSK'
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Console output for Low Power Scheme with NAP not Enabled:

UART : NWWWAE

Build $Base: git-7c26d8efa $

hio.baudrate=115200

uuid: 45303830-3528-7512-ffff-ffffffffffff

flash: Gordon ready!

UART : NWWWWWWAE4 DWT comparators, range 0x8000

Build $Id: git-b0887ef06 $

mpd.proto=1lpscan wifi.scan num probes=2 wifi.scan idleslots=3
wifi.scan min listen time=8 wifi.scan max listen time=24 wifi.nap scan=0
mpd.ap_ logging=1 mpd.dt iterations=10 wifi.probe rate=0x00

wifi.scan channel mask=0x7ff mpd.regdomain=FCC mpd.suspend=1
SApp:9git-3£f9b8al

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

Suspend Enabled.

Multicast reception Disabled.

Regdomain=FCC

addr e€0:69:3a:00:06:34

Applying reg domain: 1-11@20

MPD lpscan mode.

[0.417,532] Round:1 Found 9 nets:

[0.418,327] fc:d7:33:el:0b:3e on channel 1 @ -47 'TP-LINK WR886N' 'WPA-PSK/WPA2-
PSK Mixed Mode'

[0.418,472] 8e:d7:33:el:0b:3e on channel 1 @ -47 'TPGuest 886N' 'WPA-PSK/WPA2-

PSK Mixed Mode'
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[0.418,621] 50:c7:bf:a3:86:4f on channel 1 @ -48 'TP-LINK 864' 'WPA-PSK/WPA2-
PSK+PMF Mixed Mode'

[0.418,769] 56:c7:bf:a3:86:40 on channel 1 @ -48 'TP-LINK Guest 864F' 'WPA-
PSK/WPA2-PSK+PMF Mixed Mode'

[0.418,918] 50:c7:bf:f4:22:c2 on channel 9 @ -66 'rooftop' 'WPA2-PSK/WPA3-SAE
Mixed Mode'

[0.419,034] £f0:72:ea:97:e9:a2 on channel 6 @ -69 'RaniNestHome' 'WPA2-PSK+PMEF'
[0.419,176] 50:c7:bf:e2:5e:bl on channel 9 @ -72 'rooftop' 'WPA2-PSK/WPA3-SAE
Mixed Mode'

[0.419,292] e0:22:04:83:72:a7 on channel 11 @ -81 '' 'WPA2-PSK+PMF'

[0.419,402] e0:22:04:83:72:a5 on channel 11 @ -83 'Elongated Muskrat' 'WPA2-
PSK+PMF''

[10.434,620] Round:2 Found 14 nets:

[10.434,735] fc:d7:33:el:0b:3e on channel 1 @ -44 'TP-LINK WR886N' 'WPA-
PSK/WPA2-PSK Mixed Mode'

[10.434,881] 8e:d7:33:el:0b:3e on channel 1 @ -44 'TPGuest 886N' 'WPA-PSK/WPA2-
PSK Mixed Mode'

[10.435,030] 50:c7:bf:a3:86:4f on channel 1 @ -45 'TP-LINK 864" 'WPA-PSK/WPA2-
PSK+PMF Mixed Mode'

[10.435,180] 56:c7:bf:a3:86:40 on channel 1 @ -46 'TP-LINK Guest 864F' 'WPA-
PSK/WPA2-PSK+PMF Mixed Mode'

[10.435,329] 50:c7:bf:f4:22:c2 on channel 9 @ -64 'rooftop' 'WPA2-PSK/WPA3-SAE
Mixed Mode'

[10.435,446] £f0:72:ea:97:e9:a2 on channel 6 @ -68 'RaniNestHome' 'WPA2-PSK+PMF'
[10.435,560] b0:e4:d5:15:cb:52 on channel 6 @ -70 'RaniNestHome' 'WPA2-PSK+PMF'

[10.435,673] £f0:72:ea:57:bl:1a on channel 6 @ -73 'RaniNestHome' 'WPA2-PSK+PMF'
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[10.435,790]
PSK+PMF''

[10.435,933]
Mixed Mode'
[10.436,051]
[10.436,164]
[10.436,277]
PSK+PMF''

[10.436,394]

PSK+PME''

f4:

50

08:

24

26:

2C:

17

@7

02:

05:

05:

30 3

:b8

:bf:

8e:

88:

88:

33

;a3

e2:

CccC:

le:

le:

365 3

:be:

S5e:

52

74

74

72

c9

bl

:ab

2e0

2e0

:al

on

on

on

on

on

on

channel

channel

channel

channel

channel

channel

-76

=77

-78

-80

-80

-81

'ATT2VED5x8-5.0"' 'WPA2-

'rooftop' 'WPA2-PSK/WPA3-SAE

'NETGEAROO' 'WPA2-PSK'
'LazarusPit' 'WPA2-PSK+PMEF'
'WPA2 -

'LazarusPit-Guest'

'Elongated Muskrat' 'WPA2-

Cases explained in the following sub sections are explained using scan with standard scheme.
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10.1 Casel

The Scan tab allows the user to actively scan for nearby access points by specifying the
parameters.

MPD Iperf3 5can CLEAR Flash

Enter the Scan Parameters
PROG Ram & Start Test

Choose the 5cheme

¢ Standard Wi-Fi S5can T Low-Power Wi-Fi Smart Scan PROG Flash & Start Test

55ID(optional): I:I Select the Required Channels: i' INNOPHASE
BSSID(optional): [ ] selectAll | DeselectAl <

Probe Rate: 1b_1Mbps — | Vo1 Moz W03 W e

Mo_of_Probes: 2 — |l Fos Wose Wor & og

Idle_Slots: 3 — I Mog V10N
Min_Listen_Time(ms): |8
Max_Listen_Time(ms): |24
Wait_Time(ms): 0 Default Jumper Setting

Help

Scan Interval(s): 10

Figure 24: Case 1: Demo Tool GUI

Console output:

UART : NWWWAE

Build $BRase: git-7c26d8efa $

hio.baudrate=115200

uuid: 39483937-3207-00af-0057-fff£fffffffff

flash: Gordon ready!

UART : NWWWWWWAEBuild $Id: git-£f92bee540 $

mpd.proto=scan wifi.scan num probes=2 wifi.scan idleslots=3
wifi.scan min listen time=8 wifi.scan max listen time=24
wifi.scan wait time=0 wifi.probe rate=0x00 wifi.scan channel mask=0x7ff
mpd.regdomain=FCC mpd.suspend=1

SApp:git-2£38bc2

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

Suspend Enabled.
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Regdomain=FCC

addr €0:69:3a:00:2c:3e
Applying reg domain: 1-11@20
MPD scan mode.

channel mask=0x7ff

Found 6 nets:

Multicast reception Disabled.

Version 4.4

00:5f:67:cd:cb5:a6 on channel 6 @ -26 'ACT102571068294' 'WPA-PSK'
e0:1c:fc:e6:9d:2e on channel 6 @ -62 'Ashwini' 'WPA-PSK/WPA2-PSK Mixed
Mode'
34:e8:94:be:16:9b on channel 11 @ -78 'InfecteD v2.4' 'WPA2-PSK'
18:0f:76:8c:c7:bc on channel 11 @ -80 'Thirumala 06' 'WPA-PSK/WPA2-PSK Mixed
Mode'
7e:1£:d0:03:b4:£f8 on channel 4 @ -90 'POCO M2 Pro' 'WPA2-PSK+PMF'
74:da:88:dd:£f1:70 on channel 11 @ -92 'Stephen' 'WPA2-PSK'
scan completed
Going for indefinite sleep...

87 ©lnnoPhase, Inc., 2022



User Guide for Talaria TWO Demo Tool

10.2 Case 2

Running a test by setting the Channel, Regulatory Domain and Prob rate.

Where,

» INNOPHASE

1. Regulatory Domain: Depending on the user’s geographical location, any one of the listed

2.

Version 4.4

Regulatory Domains can be selected.

Channel_list: Set the Wi-Fi channels to use.

For example: set 1-11, 13 to use channels 1 to 11 and 13, depending on the selected

Regulatory Domain.

Configure the Application

MPD Iperf3 Scan

Choose the Scheme

551D {optional):
BSSID{opticnal):
Probe Rate:
Mo_of_Probes:
Idle_Slots:
Min_Listen_Time{ms):
Max_Listen_Time(ms):

Wait_Time(ms):

Scan Interval(s):

I¥ Turn On deep sleep mode

f* Standard Wi-Fi Scan

l:l Select the Required Channels:

Configure the Setup Parameters :

Enter the Scan Parameters

" Low-Power Wi-Fi Smart Scan

Select Regulatory Domain:  FCC  —

ETsI
FCC
KCC
SRCC
TELEC

[ ]| selectan | Deselectai
11b_1Mbps —|Fo0o1 02030

2 =]

3 =

V05 Woe V07 ¥ 08

W o3 w10 W1

Program and Reset the Device
Reset
CLEAR Flash
PROG Ram & Start Test

PROG Flash & Start Test

® INNOPHASE

Help

Default Jumper Setting

Figure 25: Case 2: Demo Tool GUI
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All channels can be selected from Select All tab. Deselect All can be used to
deselect all the channels. Channels can also be selected individually using the checkbox as

per requirement.

Configure the Application
Configure the Setup Parameters:

¥ Turn On deep sleep mode

Select Regulatory Domain:  FCC —

MPD Iperf3 Scan

Enter the Scan Parameters

Choose the Scheme

' Standard Wi-Fi Scan ¢ Low-Power Wi-Fi Smart Scan

Program and Reset the Device

Reset

CLEAR Flash

PROG Ram & Start Test

PROG Flash & Start Test

55ID{optional): Select the Required Channels: i! INNOPHASE
BSSID{eptional): | Select All Deselect All
Probe Rate: 116_1Mbps —| Mol Moz oz v o4
Idle_Slots: 3 — | V03«10 W+ 1
Min_Listen_Time(ms): |8
Help

Max_Listen_Time(ms): |24
Wait_Time(ms): 0 Default Jumper Setting
Scan Interval(s): 10

Figure 26: Channel Selection
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3. Prob_rate: The rate as defined by rate t is used to transmit the probe request. If this

Version 4.4

field is set to O0xf £ £ £, no probes will be sent and the scan will only be passive.

Select the Prob rate as per requirement from the drop down.

Configure the Application Program and Reset the Device
Configure the Setup Parameters :
Reset
¥ Turn On deep sleep mode Select Regulatory Demain:  FCC — =
MPD Iperf3 Scan CLEAR Flash
Enter the Scan Parameters
PROG Ram 8 Start Test
Choose the Scheme
{* Standard Wi-Fi Scan ¢ Low-Power Wi-Fi Smart Scan [THES sy @ S T
55/D(optional): I:I Select the Required Channels: i'
; INNOPHASE
BSSID(optional): Select All Deselect All .
Probe Rate: 11b_1Mbps = | W0l Vo2 W03 o
11b_1Mb
MNo_of_Probes: e :J W05 V06 ¥ 07 W 08
11b_2Mbps
Idle_Slots: Tb 55Mbps F| M 09 W 10 W 11
Min_Listen_Time(ms): 11b_11Mbps Help
Max_Listen_Time(ms): Hg‘gmzps :I
- . 9 p= Default Jumper Settin
Wait_Time(ms): 11g_12Mbps :I P g
Scan Interval(s): 11g_18Mbps :|
11g_24Mbps
11g_36Mbps
11g_48Mbps
11g_54Mbps

Figure 27: Prob_rate selection

Console output:

UART : NWAWWWWAEBuild $Id: git-£f92beeb40 $

mpd.proto=scan wifi.scan num probes=2 wifi.scan idleslots=3
wifi.scan min listen time=8 wifi.scan max listen time=24
wifi.scan wait time=0 wifi.probe rate=0x00

wifi.scan channel mask=0x7ff mpd.regdomain=FCC mpd.suspend=1
SApp:git-2f38bc2

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

Suspend Enabled.
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Multicast reception Disabled.

Regdomain=FCC

addr e€0:69:3a:00:2c:3e

Applying reg domain: 1-11@20
MPD scan mode.
channel mask=0x7ff
Found 6 nets:
00:5f:67:cd:cb5:a6 on channel 6 -33 '"ACT102571068294"' 'WPA-PSK'
d8:47:32:2e:el:e0 on channel 1 -79 'GPMH' 'WPA2-PSK'
8e:ff:£2:21:92:72 on channel 7 -79 '"POCO X3' 'WPA2-PSK+PMF'
34:e8:94:be:16:90 on channel 11 -79 'InfecteD v2.4' 'WPA2-PSK'
7e:1£:d0:03:b4:£8 on channel 4 -89 'POCO M2 Pro' 'WPA2-PSK+PMEF'
0c:d2:b5:3c:0e:88 on channel 10 -90 '3th floor' 'WPA-PSK/WPA2-PSK
Mixed Mode'
scan completed
Going for indefinite sleep
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Setting the SSID.
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SSID (Service Set Identifier) is the name of the user’s wireless network, also known as Network ID.
If the SSID of the network is provided and the BSSID field is kept empty, it scans for the network

as per the provided SSID and gives the following details:

1. BSSID

2. Channel

3. RSSI Range
4. Mode

Configure the Application
Configure the Setup Parameters :

Select Regulatory Domain: FCC —

¥ Turn On deep sleep mode

MPD Iperf3 Scan

Enter the Scan Parameters

Choose the Scheme

@+ Standard Wi-Fi Scan " Low-Power Wi-Fi Smart Scan

S5ID{opticnal): ACT104571068294 Select the Required Channels:
BSSID(opticnal): [ ] selectAll | DeselectAl
Probe Rate: 11b_1Mbps —| Vo Moz Mo Vo
Mo_of Probes: 2 — Y vwos wos W oT v 08
Idle_Slots: 3 — w03 +10 N

Min_Listen_Time(ms): |8
Max_Listen_Time{ms): |24
Wait_Time({ms): ]

Scan Interval(s):

Program and Reset the Device
Reset
CLEAR. Flash
PROG Ram & Start Test

PROG Flash & Start Test

{® INNOPHASE

Help

Default Jumper Setting

Figure 28: Case 3: Demo Tool GUI
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Console output:

UART : NWWAWWWWAEBuild $Id: git-f92beeb40 $

mpd.proto=scan wifi.scan num probes=2 wifi.scan idleslots=3
wifi.scan min listen time=8 wifi.scan max listen time=24
wifi.scan wait time=0 wifi.probe rate=0x00 wifi.scan channel mask=0x7ff
mpd.scan.ssid=ACT102571068294 np conf path=/sys/nprofile.json
mpd.regdomain=FCC mpd.suspend=1

SApp:git-2£f38bc2

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

Suspend Enabled.

Multicast reception Disabled.

Regdomain=FCC

addr e€0:69:3a:00:2c:3e

Applying reg domain: 1-11@20

MPD scan mode.

ssid=ACT102571068294

channel mask=0x7ff

Found 1 nets:

00:5f:67:cd:cb5:a6 on channel 6 @ -33 'ACT102571068294' 'WPA-PSK'
scan completed

Going for indefinite sleep...
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104 Case4

Setting the BSSID.

BSSID recognizes the AP or router as it has a unique address which creates the wireless network.
To set the BSSID of a network, enter the BSSID in the provided field and click on Start.

Configure the Application Program and Reset the Device

Configure the Setup Parameters :
Reset
¥ Turn On deep sleep mode Select Regulatery Domain: FCC — =

MPD Iperf3 Scan CLEAR Flash

Enter the Scan Parameters
PROG Ram & Start Test
Choose the Scheme

@+ Standard Wi-FiScan T Low-Power Wi-Fi Smart Scan PROG Flash & Start Test
55ID{optional): I:I Select the Required Channels: i.
: INNOPHASE

BSSID(optienal): 00:5f:67:cd:c2:ab Select All Deselect All 1

Probe Rate: 11b_1Mbps — | W0l W02 V03

Nao_of_Probes: 2 — |l Vo3 Wos o7 ¥ 08

|dle_Slots: 3 — V09 ¥ 10 ¥ 1N

Min_Listen_Time(ms): |8

Help

Max_Listen_Time(ms): |24
Wait_Time(ms): 0 Default Jumper Setting

Scan Interval(s): 10

Figure 29: Case 4: Demo Tool GUI
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Console output:

UART : NWWAWWWWAEBuild $Id: git-f92beeb40 $

mpd.proto=scan wifi.scan num probes=2 wifi.scan idleslots=3
wifi.scan min listen time=8 wifi.scan max listen time=24
wifi.scan wait time=0 wifi.probe rate=0x00 wifi.scan channel mask=0x7ff
mpd.scan.bssid=00:5f:67:cd:c5:a6 mpd.regdomain=FCC mpd.suspend=1
SApp:9it-dc89330

SDK Ver: SDK 2.4alpha

T2 Multipurpose Demp App Version 0.12

Suspend Enabled.

Regdomain=FCC

addr e€0:69:3a:00:2c:3c

Applying reg domain: 1-11@20

MPD scan mode.

bssid str=00:5f:67:cd:c5:a6

bssid=00:5f:67:cd:c5:a6

channel mask=0x7ff

Found 10 nets:

00:5f:67:cd:c5:a6 on channel 6 @ -62 'ACT102571068294' 'WPA-PSK'
scan completed

Going for indefinite sleep...
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11 Help

» INNOPHASE

Help provides information about default Jumper/Switch settings. Clicking on Default Jumper
Setting as shown in Figure 30 will pop-up new window with default Jumper/Switch settings
information as shown in Figure 31.

Passphrase:

¥ Turn On deep sleep mode

AP Options

Set options for connecting to an access point.

SSID:

[] Show

Configure the Application

Configure the Setup Parameters :

Select Regulatory Domain: FCC —

MPD |perf3 Scan
Different Mode Options

Select Mode and Enter the Parameters

o |

Beacon Listen Interval:

[” Disable Multicast

Keepalive Interval (sec):
Length:

Port Number:

URL:

Message_Send Interval (sec):
MQTT_Ping Interval (sec):
MQTT ClientiD:

MQTT Username:

MQTT Password:

PUB MSG:

SUB MSG1:

SUB MSG2:

Device Connected

Boot Target

Select an EVK board from the list.

EVK serial number:

[2021-58 | Refresh

Program and Reset the Device
Reset
CLEAR Flash
PROG Ram & Start Test

PROG Flash & Start Test

{» INNOPHASE

Help

[ Default Jumper Setting I ]

Version 4.4

Figure 30: Help Frame
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» INNOPHASE

Ay Talaria T

J4 - Should be on 3.3V which is the default setting

J9 - Should be on 3.3V which is the default setting

U3 - Should be on V_3.3V which is the default setting

VOV 6
o 52 =
9 L
0 (K}

Close |

Figure 31: Default Jumper/Switch setting Window

Note: Default Jumper/Switch setting window will appear every time when tool is launched, as shown in
Figure 32. To turn this feature OFF permanently, check the Do not show again option and close

the window.
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iy Talaria TWO - EVB-A Default Jumper/Switch Settings - X

™ Do not show again Close |

J4 - Should be on 3.3V which is the default setting

J9 - Should be on 3.3V which is the default setting
U3 - Should be on V_3.3V which 1s the default setting

o 22 Xu "ﬁ“ss

B 0 3
ga . Q0

Figure 32: Default Jumper/Switch setting Window during Tool Launch
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12 Appendix

12.1 Uninstall instructions for libusK driver

» INNOPHASE

To uninstall 1 ibusbK and retrieve COM ports, follow the following steps:

1. GotoDevice Manager. Expandthe 1ibusbK USB Devices and right click on the

InnoPhase T2 Evaluation Board

Driver as shown in Figure 33.

Version 4.4

(Composite Parent).Clickon Update

o Device Manager

File Action View Help

s mEEm B EXxe

w M LAPTOP-DMLTBDGE
& Audso inputs snd cutputs
a Batternes
8 Biornetrc devices
D Blustooth
® Cameras
E Computer
o Disk drrves
I Duplay adspters
M Firrware
# Human Inteface Devices
_‘;‘; Imaging devices
= Keyboards
w i libushK USE Devices
§ InnoPhase T2 Evalustson Board (Compotite
) Mice and other pointing devices
[ Moniters
P Network sdapters
~ [ Ports (COM & LPT)
§ anc Com Port [COM21)
i Ardung Une (COM2E)

Update deves
Diesable device
Unirstall device

Scan for hardware changes

Properties

i Paint queues
= Printers

O Processars

[ Secwity devices

Launches the Update Dinver Wizard for the selected dence,

Figure 33: Device Manager
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2. Onthe new window, clickon Let me pick from a list of available drivers

on my computer option and click on Next.

& @ Update Drivers - InnoPhase T2 Evaluation Board (Compaosite Parent)

Browse for drivers on your computer

Search for drrvers in this lecation:

Browse...

] Include subfalders

= Let me pick from a list of available drivers on my computer
This list will show available drivers compatible with the device, and all drivers in the
same category as the device

==

Figure 34: Update Devices
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3. Select USB Composite Device and install the same for reinstalling COM posts.

>

& [ Update Drivers - Quad RS232-HS

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Next. If you have a

e disk that contains the driver you want to install, click Have Disk.

Show compatible hardware

Model -
4 InnoPhase T2 Evaluation Board (Composite Parent) (libwdi)
4 Quad RS232-HS
o Quad RS5232-HS (Composite Parent)

® USE Composite Device

This driver is digitally signed. Have Disk...

Tell me why driver signing is important

Figure 35: Select the device driver
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12.2 New Serial Number to Device

There might be certain instances when the EVK serial number is absent or appears to be corrupted
on a Talaria TWO (T2) device.

The following are the setups needed to create a new serial number created and write it to the
Talaria TWO flash using the tool. This process of creating a new serial number and writing it is
executed automatically.

1. Ensure the device is connected to the PC
If the connection from Talaria TWO device is not found, unplug and re-plug the cable, to ensure
the device is recognized by the host machine.

2. Run the Zadig Tool to Install the libusbK driver (Windows PC only)
The libusbK driver installation is for Windows machine only.
The interface provided by libusbK driver is supported natively on Linux machine, hence, no
additional installation is required on Linux.

On launching Zadig, the devices that are listed on it might have a slightly different name tag
with respect to the Talaria TWO device. This is dependent on the how the user-installed drivers
were used the previous time. For example:

a.

The driver has been uninstalled, or
The port has been updated to a COM port or
The way in which the device list has been updated by the machine’s Device Manager is

different.

If the InnoPhase T2 Evaluation Board is shown on the list, either InnoPhase T2
Evaluation Board (Composite Parent), or InnoPhase T2
Evaluation Board, go ahead to install the driver per standard procedure.

If the InnoPhase T2 Evaluation Board is not shown on the list, a device by the name
Quad RS232-HS should be on the list of instead.

Ensure to check the following:

a.

There should be only one Talaria TWO device that is connected, to which the new serial
number will be written to

If there are any other known devices that are probably using the libusbK driver,
disconnect them, unplug/re-plug the Talaria TWO device and re-launch Zadig to ensure
Quad RS232-HS is actually the device from the Talaria TWO connection.

Select the Quad RS232-HS (Composite Parent) device and select the driver

libusbK andclickon Replace Driver.
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After the installation, the Talaria TWO device with the libusbK driver should be shown as
evident in Figure 36:

& Display adapters
B Firmware

v @ libusbK USB Devices
i Cuad R5232-H5 (Composite Parent)

@ Mice and other pointing devices
0 Bdositoe

Figure 36: libusbK driver installed

3. Launch the Tool (Detecting absence of Serial Number and creating a new one in device).
On launching, the tool checks if the serial number is present on the device. If it is not found,
the tool will automatically generate one and write it to the device as the new serial number.

AP Options Boot Target
Set options for connecting to an access point. Select an EVK board from the list.
SSID: EVK serial number:
Passphrase: [ Show None Refresh
Configure the Application Program and Reset the Device Display:

New serial number updated.
Configure the Setup Parameters :
| et

iy Serial Number Updated X

¥ Turn On deep sleep mode

MPD |perf3 Scan

Different Mode Opt
SERRE e ! New Serial number updated. Please unplug and plug the est
Select Mode and Enter the Parant board. Press OK and restart the GUI

Base — r est
Beacon Listen Interval:

Keepalive Interval (sec): SE

Length:
Port Number:

Figure 37: Serial number updated

Format of the serial number:

<year stamp>-<integer>

where,
- <year_stamp>: current year (for example: 2021)
- <integer>: formed from the sum of last 3 octets (in decimal) of the mac address found in
the device.

Before relaunching the tool, unplug and re-plug the device to have the connection of the
device refreshed by the host machine.
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4. Re-Launch of the Tool (Serial Number Detected)
Now the device has a new serial number in its flash.

AP Options Boot Target

Set options for connecting to an access point. Select an EVK board from the list.

S5ID: EVK serial number:

Passphrase: :|:| Show :2021 -58 w Refresh
Configure the Application Program and Reset the Device

Configure the Setup Parameters :

¥ Turn On deep sleep mode Select Regulatory Domain:  FCC —1 | i

MPD |perf3 Scan CLEAR Flash

Different Mode Options PROG Ramn & Start Test

Figure 38: New serial number in flash
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13 References

1. UG_Download_Tool.pdf
(sdk_x.y/pc_tools/Download_Tool/doc/UG_Download_Tool.pdf).
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14 Support

1. Sales Support: Contact an InnoPhase sales representative via email — sales@innophaseinc.com
2. Technical Support:

a. Visit: https://innophaseinc.com/contact/

b. Also Visit: https://innophaseinc.com/talaria-two-modules

c. Contact: support@innophaseinc.com

InnoPhase is working diligently to provide outstanding support to all customers.
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15 Disclaimers

Limited warranty and liability — Information in this document is believed to be accurate and reliable.
However, InnoPhase Incorporated does not give any representations or warranties, expressed or
implied, as to the accuracy or completeness of such information and assumes no liability associated
with the use of such information. InnoPhase Incorporated takes no responsibility for the content in this
document if provided by an information source outside of InnoPhase Incorporated.

InnoPhase Incorporated disclaims liability for any indirect, incidental, punitive, special or consequential
damages associated with the use of this document, applications and any products associated with
information in this document, whether or not such damages are based on tort (including negligence),
warranty, including warranty of merchantability, warranty of fitness for a particular purpose, breach of
contract or any other legal theory. Further, InnoPhase Incorporated accepts no liability and makes no
warranty, express or implied, for any assistance given with respect to any applications described herein
or customer product design, or the application or use by any customer’s third-party customer(s).

Notwithstanding any damages that a customer might incur for any reason whatsoever, InnoPhase
Incorporated’ aggregate and cumulative liability for the products described herein shall be limited in
accordance with the Terms and Conditions of identified in the commercial sale documentation for such
InnoPhase Incorporated products.

Right to make changes — InnoPhase Incorporated reserves the right to make changes to information
published in this document, including, without limitation, changes to any specifications and product
descriptions, at any time and without notice. This document supersedes and replaces all information
supplied prior to the publication hereof.

Suitability for use — InnoPhase Incorporated products are not designed, authorized or warranted to be
suitable for use in life support, life-critical or safety-critical systems or equipment, nor in applications
where failure or malfunction of an InnoPhase Incorporated product can reasonably be expected to
result in personal injury, death or severe property or environmental damage. InnoPhase Incorporated
and its suppliers accept no liability for inclusion and/or use of InnoPhase Incorporated products in such
equipment or applications and such inclusion and/or use is at the customer’s own risk.

All trademarks, trade names and registered trademarks mentioned in this document are property of
their respective owners and are hereby acknowledged.
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